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Motivation

● Empirical questions on SE can be answered by analyzing 

repository data. 

● The methodology of such studies is often very complicated. 

● How do we know that the methodology and answers 

are “correct”?
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Background 
Existing ideas to assure “correct” methodology and answers:

● Our intuition as a software developer helps us to judge answers. 

● Meta-analysis checks the consistency of answers with previous work. 

● We can stick to the methodology of prior studies. 

● Model comparison with a protection against under- and overfitting helps.
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Source: F. Falcão, C. Barbosa, B. Fonseca, A. Garcia, M. Ribeiro, R. Gheyi: “On Relating Technical, 
Social Factors, and the Introduction of Bugs”, in SANER, 2020.

Background 
Software developers have some intuition on “correct” answers.

This sounds reasonable 
for a software developer.
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Source of excerpt: A. Mockus: “Organizational volatility and its effects on software defects”, in 
SIGSOFT FSE, 2010.

One may check how results 
align with previous studies. 
The +/- signs indicate on 
successful reproduction.

However, there are still 
conflicts (-).

Background 
A meta-analysis provides a useful idea of “correct” answers.
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Source of excerpt: M. Yan, X. Xia, Y. Fan, D. Lo, A. E. Hassan, and X. Zhang, “Effort-aware just-intime 
defect identification in practice: a case study at Alibaba”, in ESEC/SIGSOFT FSE, 2020. 

[10]: S. Hassan, C. Tantithamthavorn, C. Bezemer, and A. E. Hassan: “Studying the dialogue between 
users and developers of free apps in the google play store”, in ESE, 2018. 

[35]: M. Shepperd, D. Bowes, and T. Hall: “Researcher bias: The use of machine learning in software 
defect prediction”, TSE, 2014.

Background 
Prior studies provide a useful idea of a “correct” methodology.

This is clear advice for a methodology (Caution: Our paper 
and recent statistic work will give different advice on this).
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Background 
Model comparison, cross-validation, information criteria and 
regularization, provides a useful idea of “correct” answers.

Source of excerpt:  J. Tsay, L. Dabbish, and J. Herbsleb: "Influence of social and technical 
factors for evaluating contribution in GitHub" in ICSE, 2014.

Authors compare models.

AIC (an information 
criterion) is used.

Fitting models may 
still go wrong.

This selection may favor 
non-causal models.
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We will present a fresh idea on this topic. 

We start with recapitulating typical methodology in MSR/ESE.
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The typical methodology 
Variables interesting for MSR/ESE 
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The typical methodology 
Relationships between variables interesting for MSR/ESE 
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Parameters

The typical methodology 
Models interesting for MSR/ESE 

Parameters are variables too, e.g.,: 

● effect strength,  
● variance,  
● or correlation.
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Different perspectives on MSR/ESE models 
(Setting the stage for simulation-based testing)
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Parameter inference 

?

Often it is interesting 
to talk about these 
parameters. They can 
guide our decisions.

Parameters
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? In some cases, we just 
like to know defects.

We transfer parameters 
from the past.

Parameters

Predict data 
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?
While never seen 
the code, we still 
have an impression 
of its complexity 
because we see 
defects.

Parameters

Predict (?) data 



Johannes Härtel  and Ralf Lämmel: Operationalizing Threats to MSR Studies by Simulation-Based  Testing. MSR 2022

?
We can also 
produce synthetic 
code and defect 
metrics.

Synthesize data 

Parameters

?
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Simulation-based testing of methodologies
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Parameters

Expected correspondence between two workflows

?
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up.

This is 
Reality.
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Use relationships in reverse to produce synthetic data
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Substitute real variables by synthetic data except parameters
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Run original methodology to identify parameters again
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Parameters

≈
Nice to know that 
results are correct, I 
will relax now.

Parameters

≠
It is a threat to the 
study, I will relax, 
but list it in the 
paper.

I will admit 
impossibility and 
report on this.

Parameters

Parameters

Hidden

Hidden

Identified

Identified

Check correspondence
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Simulation-based Testing (Summary)

● We cannot say that the original methodology is correct/wrong. 

● We can say that the original methodology is correct/wrong under a given 

simulation. 

○ We expect a methodology to produce correct results in plausible simulations. 

○ If results are wrong, 

■ we expect a study to list the simulation as threat,  

■ or admit impossibility.

We still need to rate 
the plausibility of a 
simulation, which 
may still be 
subjective.

Even this should 
be published.

Simulations improve 
the discussion of 
threats a lot.
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We are testing the 
methodology 
against its definition 
“run in reverse”.

Running the definition in 
reverse uncovers non-trivial 
insight (cf. “A + B = C”).
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Simulation-based testing in a nutshell: 
A simple example
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• Observed variables: 
‣ X — Some software metric (e.g., LOC) 
‣ Y — Binary defect classification 

• Assumptions: 
‣ Logistic regression model for relationship between variables 

• Basic methodology: 
- Identify intercept+slope 

• Finding: 
- Slope is positive. Thus, commits with more changed lines are more dangerous. 

• Debugging: 
- Replace some observed and unobserved variables by synthetic data.

Image by <a href="https://pixabay.com/users/schwoaze-4023294/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=4708418">Schwoaze</a> from <a href="https://
pixabay.com/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=4708418">Pixabay</a>

Example: Debugging a software defect model 
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R code  which substitutes variables of the original methodology by synthetic variables

Example: Debugging a software defect model 
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• Correspondence: 
‣ alpha = - 2.97 vs. -3.0 and beta = 0.39 vs. 0.4  

• Uncertainty: 
‣ Are we getting the same alpha and beta each time?  
‣ No!  

• Parametrized tests: 
‣ Does correspondence work for different alpha/beta? 
‣ No!

Image by <a href="https://pixabay.com/users/schwoaze-4023294/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=4708418">Schwoaze</a> from <a href="https://
pixabay.com/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=4708418">Pixabay</a>

Example: Debugging a software defect model 
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Uncertainty for software defect analysis 
(100 runs with different seeds)

Basic methodology 
cannot observe prob!

Example: Debugging a software defect model 
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Parametrized tests for software defect analysis 
(Many runs with alpha/beta on a grid)

Simulated alpha and beta and the 
corresponding error in the 
identification, depicted as red dots 
(red in- creases with error). 

Example: Debugging a software defect model 
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Operationalizing Threats in Real Studies
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What kind of bombs do we have?

● Dependent observations 

● Causation vs. prediction 

● Control of variables 

● Correlated variables 

● … future work / community effort needed!

We used simulation-
based testing to 
pinpoint threats in real 
studies (as an 
evaluation).
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● Methodology: [C1] computes confidence of correlation 

values for commit metrics from 9 different repositories. 

● Simulation: 
○ We synthesize structure (i.e., commits in repositories). 

○ We synthesize correlating commit-specific metrics. 

○ We sample 9 repositories from 100. 

○ We synthesize repository-specific variation in correlation. 

● Plausibility: Many studies prove repository-specific variation. 

● Results: The simulation shows that the original confidence 

computation fails (≠). 

● Conclusion: Use models including the dependency.

[C1]: A. Alali, H. H. Kagdi, and J. I. Maletic: “What’s a Typical 
Commit? A Characterization of Open Source Software 
Repositories”, in ICPC, 2008.

The confidence 
interval (gray) 
does not contain 
the simulation 
parameter 
(black).

≠

≈

Dependent observations (Case 1)

The confidence 
interval (gray) 
contains the 
simulation 
parameter 
(black).
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[C1]: A. Alali, H. H. Kagdi, and J. I. Maletic: “What’s a Typical 
Commit? A Characterization of Open Source Software 
Repositories”, in ICPC, 2008.

Code 1/2 — Dependent observations (Case 1)
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[C1]: A. Alali, H. H. Kagdi, and J. I. Maletic: “What’s a Typical 
Commit? A Characterization of Open Source Software 
Repositories”, in ICPC, 2008.

A repository-
specific variation

Code 2/2 — Dependent observations (Case 1)
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● Methodology: [C2] discusses how to answer questions, like 

‘whether complex code increases project risk’ [copy, C2] but 
does not discuss causation. 

● Simulation: 
○ We synthesize X causing Y. 

○ We synthesize X not depending on other variables. 

● Plausibility: Needs discussion, highly subjective. 
● Results: The simulation shows that we can claim a casual 

relationship, if X does not depend on other variables. 
● Conclusion: Claim causation, but discuss the assumptions of 

this simulation.
[C2]: C. Tantithamthavorn and A. 
E. Hassan: “An experience report 
on defect modelling 
in practice: pitfalls and 
challenges”, in ICSE (SEIP), 
2018.

Simulations 
can describe 
these riddles

Causation vs. prediction (Case 2)
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[C2]: C. Tantithamthavorn and A. 
E. Hassan: “An experience report 
on defect modelling 
in practice: pitfalls and 
challenges”, in ICSE (SEIP), 
2018.

This will get more 
interesting for control 
variables, structure, and 
instrument variables.

Code — Causation vs. prediction (Case 2)
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Multiple runs of the simulation, with different synthetic values for 𝑏𝑒𝑡𝑎, shows that 
there is a clear correspondence between the identified 𝑏𝑒𝑡𝑎 on the observed 

variables, and the difference between both potential outcomes. Thus, we claim 
causation, while assuming that X does not depend on other variables.

Causation vs. prediction (Case 2)
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● Methodology: [C3] proposes a “lexical experience metric” using a cosine (VSM) 
between the commit and a developer’s previous commits, showing a relation to defects. 

● Simulation: 
○ We synthesize artificial vector pairs for a commit and previous commits. 

○ We synthesize an effect of commit’s size on defects, but no effect of the cosine on defects. 

● Plausibility: We know that commit’s size effects defects. No effect of the new metric is still 

plausible. 
● Results: The original methodology, not controlling for commit’s size, accidentally proves 

an effect of experience (≠), caused by a correlation between a commit’s size and the 

cosine. 
● Conclusion: Control for commit’s size is mandatory here. [C3]: M. Tufano, G. Bavota, D. Poshyvanyk, 

M. D. Penta, R. Oliveto, and A. D. Lucia: “An 
empirical study on developer-related 
factors characterizing fix-inducing 
commits”, J. Softw. Evol. Process., 2017.

Control of variables (Case 3)



Johannes Härtel  and Ralf Lämmel: Operationalizing Threats to MSR Studies by Simulation-Based  Testing. MSR 2022

[C3]: M. Tufano, G. Bavota, D. 
Poshyvanyk, M. D. Penta, R. Oliveto, 
and A. D. Lucia: “An empirical study 
on developer-related factors 
characterizing fix-inducing 
commits”, J. Softw. Evol. Process., 
2017.

Code — Control of variables (Case 3)
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● Methodology: [C4] recommends the practice of removing correlating variables from 

defect model to improve interpretation. 

● Simulation: 
○ We synthesize a basic causal pattern. 

■ We synthesize X, W, Z and defects Y. Only X and W have an effect on Y. W and Z may 

get strongly correlating. W is a classical confounder. 

● Plausibility: There is the possibility that this pattern appears. 

● Results: The original methodology of [C4] (removing W or Z) does not help / makes 

identification worse (≠). 

● Conclusion: Don’t interpret W, Z when correlation is too strong, but keep both in the 

model.
[C4]: J. Jiarpakdee, C. Tantithamthavorn, and A. E. 
Hassan: “The Impact of Correlated Metrics on the 
Interpretation of Defect Models”, IEEE Trans. Software 
Eng., 2021.

Correlated variables (Case 4)
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[C4]: J. Jiarpakdee, C. Tantithamthavorn, and A. E. 
Hassan: “The Impact of Correlated Metrics on the 
Interpretation of Defect Models”, IEEE Trans. Software 
Eng., 2021.

Code — Correlated variables (Case 4)
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Conclusion on Simulation-based Testing

● We do not solve the 
problem of 
correctness. 

● Plausibility of 
simulations still need 
to be rated.

● Given that simulations are 
plausible, statements on 
correctness are relevant. 

● Simulations operationalize 
treatment of threats is more 
systematic than any 
informal discussion. 

● It helps to share and evolve 
knowledge on threats.

Ready-to-run simulations available online: 
https://github.com/topleet/MSR2022

https://github.com/topleet/MSR2022

