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Hidden agenda
• Motivate students to use machine learning in their 

MSR projects while using Naive Bayes as a simple 
baseline. 

• Provide deeper understanding of some MSR 
projects including details of setting up Naive Bayes 
in nontrivial situations. 

• Provide examples of how studies were using tool 
support such as Weka for machine learning in their 
projects.



Style of MSR-related RQs

• How to detect duplicate bug? 

• How to detect blocking bugs? 

• How to make static analysis (FindBugs) more accurate? 

• How to detect causes of performance regression?



Naive Bayes



Towards a definition

In machine learning, naive Bayes classifiers are a family of 
simple probabilistic classifiers based on applying Bayes' 
theorem with strong (naive) independence assumptions 
between the features.

Source: https://en.wikipedia.org/wiki/Naive_Bayes_classifier

https://en.wikipedia.org/wiki/Naive_Bayes_classifier


Bayes’ theorem

where A and B are events.
• P(A) and P(B) are the probabilities of A and B 
without regard to each other. 

• P(A | B), a conditional probability, is the probability 
of A given that B is true. 

• P(B | A), is the probability of B given that A is true.

Source: https://en.wikipedia.org/wiki/Bayes%27_theorem

https://en.wikipedia.org/wiki/Bayes%27_theorem


• What is Addison's probability of having cancer? 
• „Prior“ probability (general population): 1 % 
• „Posterior“ probability for a person of age 65: 

• Probability of being 65 years old: 0.2 % 
• Probability of person with cancer being 65: 0.5 %

Bayes’ theorem

Thus, a person (such as Addison) who is age 65 has a probability of 
having cancer equal to

Source: https://en.wikipedia.org/wiki/Bayes%27_theorem

https://en.wikipedia.org/wiki/Bayes%27_theorem


Multiple features xi 
Multiple classes Cj

The event for „age“ is a feature. 
The event for „having cancer“ is a class. 

In independent probability of a Ck for all features: 

 The maximum a posteriori or MAP decision rule:

Source: https://en.wikipedia.org/wiki/Naive_Bayes_classifier

PriorPosterior

https://en.wikipedia.org/wiki/Naive_Bayes_classifier


Type           Long | Not Long || Sweet | Not Sweet || Yellow |Not Yellow|Total 
            ___________________________________________________________________ 
Banana      |  400  |    100   || 350   |    150    ||  450   |  50      |  500 
Orange      |    0  |    300   || 150   |    150    ||  300   |   0      |  300 
Other Fruit |  100  |    100   || 150   |     50    ||   50   | 150      |  200 
            ____________________________________________________________________ 
Total       |  500  |    500   || 650   |    350    ||  800   | 200      | 1000 
             ___________________________________________________________________

Example: Fruit classification

Prior probabilities: 
• P(Banana)  = 0.5 (500/1000)  
• P(Orange)  = 0.3 
• P(Other Fruit) = 0.2 
Evidence: 
• P(Long)  = 0.5 
• P(Sweet)  = 0.65 
• P(Yellow) = 0.8

Likelihood: 
• P(Long/Banana) = 0.8 
• P(Long/Orange) = 0.0 
• … 
• P(Yellow/Other Fruit) =  50/200 = 0.25 
• P(Not Yellow/Other Fruit)  = 0.75

Source: http://stackoverflow.com/questions/10059594/a-simple-explanation-of-naive-bayes-classification

http://stackoverflow.com/questions/10059594/a-simple-explanation-of-naive-bayes-classification


Example: Fruit classification
A fruit is Long, Sweet and Yellow.  

Is it a Banana? Is it an Orange? Or Is it some Other Fruit? 
We compute all possible posterior probabilities and pick max.

P(Banana/Long, Sweet and Yellow) 
  P(Long/Banana) P(Sweet/Banana) P(Yellow/Banana) P(banana) 

        =  _________________________________________________________ 
                                        P(Long) P(Sweet) P(Yellow)  

                0.8 x 0.7 x 0.9 x 0.5 
        = ______________________  
                    P(evidence) 

        = 0.252 / P(evidence)

P(Orange/Long, Sweet and Yellow) = 0 

P(Other Fruit/Long, Sweet and Yellow) = 0.01875/P(evidence)

Source: http://stackoverflow.com/questions/10059594/a-simple-explanation-of-naive-bayes-classification

http://stackoverflow.com/questions/10059594/a-simple-explanation-of-naive-bayes-classification
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ABSTRACT
Issue tracking software of large software projects receive a
large volume of issue reports each day. Each of these issues
is typically triaged by hand, a time consuming and error
prone task. Additionally, issue reporters lack the necessary
understanding to know whether their issue has previously
been reported. This leads to issue trackers containing a lot
of duplicate reports, adding complexity to the triaging task.

Duplicate bug report detection is designed to aid develop-
ers by automatically grouping bug reports concerning iden-
tical issues. Previous work by Alipour et al. has shown
that the textual, categorical, and contextual information of
an issue report are e↵ective measures in duplicate bug re-
port detection. In our work, we extend previous work by
introducing a range of metrics based on the topic distribu-
tion of the issue reports, relying only on data taken directly
from bug reports. In particular, we introduce a novel met-
ric that measures the first shared topic between two topic-
document distributions. This paper details the evaluation
of this group of pair-based metrics with a range of machine
learning classifiers, using the same issues used by Alipour
et al. We demonstrate that the proposed metrics show a
significant improvement over previous work, and conclude
that the simple metrics we propose should be considered in
future studies on bug report deduplication, as well as for
more general natural language processing applications.

Categories and Subject Descriptors
D.2.7 [Software Engineering]: Distribution, Maintenance,
and Enhancement

General Terms
Management, Reliability

Keywords
Duplicate bug reports, topic model, machine learning
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1. INTRODUCTION
Software projects with millions of users, such as the An-

droid Operating System, receive hundreds of bug reports ev-
ery day. Often, multiple bug reports concern the same issue,
since users frequently submit bug reports without checking
to see if their issue has been mentioned before (or fail to find
the relevant reports). Therefore, the automatic grouping of
bug reports which concern the same issue is a very helpful
tool, and is a topic that has recently received a good deal of
attention from researchers. In this paper we are interested
in accurately determining whether a pair of bug reports con-
cern the same issue or not, as this is generally the method
by which bug reports are deduplicated.
The sophistication of bug report duplicate detection has

increased rapidly over the past several years. Jalbert and
Weimer [6] used a term-frequency weighting scheme to cal-
culate description and title cosine similarity between bug
reports, and was able to automatically identify 8% of dupli-
cate reports from the Mozilla database. Nguyen et al. [9]
improved upon this model by combining LDA-based textual
comparison, information retrieval, and some categorical fea-
tures. A recent study by Alipour et al. [2] added contex-
tual data to aid in the creation of topics used by LDA and
showed an improvement over a method by Sun et al. [11],
using the Android repository as a case study. This study
follows the experimental set up of Alipour et al., where bug
reports in the repository are randomly paired together and
similarity metrics are computed to form data points. The
data is then given to a variety of machine learning classifiers
to create predictive models. Using a new suite of metrics,
our approach was able to predict the correct class of a data
point (duplicate or non-duplicate) over 95% of the time us-
ing ten-fold cross validation. The metrics proposed in this
study have an increase of an average of 8% in accuracy when
compared to Alipour et al.’s metrics, and do not require the
contextual word lists that Alipour et al.’s metrics do. This
allows our study to more easily be applied to a variety of
repositories. They show an increase of an average of 15%
in accuracy compared to Sun et al.’s metrics. Therefore, we
believe our suite of metrics can be used to improve state
of the art bug report deduplication e↵orts, and may have
applications to other areas of NLP research as well.

2. METHODOLOGY
Whereas Sun et al. [11] formulated the duplicate bug de-

tection problem as given a bug report, return a list of the
top-k most similar bug reports, like Alipour et al. [2], we for-
mulate the problem as given two bug reports, predict whether
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Example Bug Reports 

they are duplicates. The latter problem formulation was first
used by Lo et al. [7]. As noted by a reviewer, the former
problem formulation is more challenging than the latter, be-
cause it is easier to di↵erentiate between two random bug
reports and two duplicate bug reports than it is to di↵erenti-
ate between two similar bug reports that are not duplicates
and two similar bug reports that are duplicates.

We used the data collected by Alipour et al., consisting of
reports pulled from the android database between Novem-
ber 2007 and September 2012. In the data set, 1,452 bug
reports were marked as duplicates out of 37,627 total. Ev-
ery bug report has the following features: Bug ID, Date
Opened, Status, Merge ID, Summary, Description, Com-
ponent, Type, Priority, and Version. Because few reports
specify a version, we ignored this final feature.

After collecting the data, groups of duplicate bug reports
were placed into buckets. 2,102 unique reports appeared
in these buckets. Then, we calculated the topic-document
distribution of each summary, description, and combined
summary and description for each report using the imple-
mentation of latent Dirichlet allocation (LDA) [4] in MAL-
LET [8]. LDA is a probabilistic generative model that cre-
ates a specified number of topics based on terms appearing
in the corpus, and then generates a topic distribution for
each document. LDA was introduced by Blei et al. [4] and
has subsequently been used in a variety of text retrieval ap-
plications. We used MALLET’s default LDA configurations:
an alpha value of 50.0 and a beta value of 0.01. We used a
100-topic model, a number suggested by Sun et al.’s results.

Following Alipour et al., we generated 20,000 pairs of bug
reports consisting of 20% duplicate pairs. To protect the
validity of our study, we ensured that no two pairs contained
identical reports.

For each pair, 13 attributes were computed. To stem
words for the simSumControl and simDesControl attributes,
we used the Porter stemmer [10]. We used the SEO suite
stopword list [1]. LDA distributions are sorted based on the
percentage each topic describes, in decreasing order. Table
1 lists the attributes used in the study, and Table 2 shows a
pair of duplicate bug reports from the Android data set.

Once all the pairs were created, we tested the predictive
power of a range of machine learning classifiers using the
Weka tool [5]. Tests were conducted using ten-fold cross-
validation. Following Alipour et al., we test the e�cacy of a
machine learner using its accuracy, the AUC, or area under
the Receiver Operating Characteristic (ROC) curve, and its
Kappa statistic. The ROC curve plots the true positive rate
of a binary classifier against its false positive rate as the
threshold of discrimination changes, and therefore the AUC
is the probability that the classifier will rank a positive in-
stance higher than a negative instance. The Kappa statistic
is a measure of how closely the learned model fits the data
given. In this model, it signifies how closely the learned
model corresponds to the triagers which classified the bug
reports. We used the same machine learners as Alipour et
al., and added one additional learner, REPTree with Bag-
ging, or the Bootstrap Aggregating technique. Bagging
uses iterative training on multiple weighted training sets to
prevent overfitting.

The other algorithms used are ZeroR, Naive Bayes, Lo-
gistic Regression, C4.5, and K-NN. Note that the ZeroR
algorithm simply predicts the mode, and thus is a baseline
classifier. For the K-NN classifier, k was set to 7. For the

Table 1: Attributes for Pairs of Bug Reports

lenWordDi↵Sum
lenWordDi↵Des

Di↵erence in the number of words in
the summaries or descriptions

simSumControl
simDesControl

Number of shared words in the sum-
maries or descriptions after stem-
ming and stop-word removal, con-
trolled by their lengths

sameTopicSum
sameTopicDes
sameTopicTot

First shared identical topic between
the sorted distribution given by
LDA to each summary, description,
or combined summary and descrip-
tion

topicSimSum
topicSimDes
topicSimTot

Hellinger distance between the topic
distributions given by LDA to each
summary, description, or combined
summary and description

priorityDi↵ {same-priority, not-same}
timeDi↵ Di↵erence in minutes between the

times the bugs were submitted

sameComponent Four-category attribute: {both-null,
one-null, no-null-same, no-null-not-
same}

sameType {same-type, not-same}
class {dup, not-dup}

Table 2: Example Bug Reports

Attribute Bug 21196 Bug 20161

Submitted oct 25 2011
08:22:51

sep 19 2011
13:05:15

Status Duplicate Duplicate

MergeID 7402 7402

Summary support urdu in
android

urdu language
support

Description i just see many
description where
people continu-
ously requesting
google for sup-
port urdu in
andriod ...

hello i’m unable
to read any type
of urdu language
text messages.
please add urdu
language in fu-
ture updates of
android ...

Component Null Null

Type Defect Defect

Priority Medium Medium

C4.5 algorithm, a confidence factor of 0.025 was used. All
other models were set to their defaults in Weka. To compare
our results with Alipour et al.’s, we used their “Contextual,
categorical, and Labeled-LDA context’s data” results, which
have the highest average AUC over the five di↵erent contex-
tual word lists they tested. To evaluate the performance
of the Bagging: REPTree classifier we compared it to the
best-performing classifier in the group. Alipour et al. also
evaluated the metrics of Sun et al. [11] on this data set, and
therefore we will compare our results to Sun et al.’s metrics
as well. Finally, we evaluated the information gain of each
of our metrics to discover which might account for a change
in performance from Sun et al. and Alipour et al. The infor-
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New features for duplicate bug detection
• The duplicate bug detection problem: given two bug 

reports, predict whether they are duplicates. 

• Reports pulled from the android database between 
November 2007 and September 2012 with 1,452 bug 
reports marked as duplicates out of 37,627 total. 

• Features of bug report: Bug ID, Date Opened, Status, 
Merge ID, Summary, Description, Component, Type, 
Priority, and Version. (Version is ignored because it is not 
used much.) 

• Duplicate bug reports are placed in buckets resulting 
2102 unique bug reports in the buckets.



New features for duplicate bug detection
• Calculated the topic-document distribution of each 

summary, description; combined summary and description 
for each report using the implementation of latent Dirichlet 
allocation (LDA) in MALLET with an alpha value of 50.0 
and a beta value of 0.01 and a 100-topic model. 

• Generated 20,000 pairs of bug reports consisting of 20% 
duplicate pairs while ensuring that no two pairs contained 
identical reports.  

• Computed 13 attributes for each pair; used the Porter 
stemmer to stem words for the simSumControl and 
simDesControl attributes; used the SEO suite stopword; 
LDA distributions are sorted based on the percentage 
each topic describes, in decreasing order. 



Attributes for Pairs of Bug Reports 
they are duplicates. The latter problem formulation was first
used by Lo et al. [7]. As noted by a reviewer, the former
problem formulation is more challenging than the latter, be-
cause it is easier to di↵erentiate between two random bug
reports and two duplicate bug reports than it is to di↵erenti-
ate between two similar bug reports that are not duplicates
and two similar bug reports that are duplicates.

We used the data collected by Alipour et al., consisting of
reports pulled from the android database between Novem-
ber 2007 and September 2012. In the data set, 1,452 bug
reports were marked as duplicates out of 37,627 total. Ev-
ery bug report has the following features: Bug ID, Date
Opened, Status, Merge ID, Summary, Description, Com-
ponent, Type, Priority, and Version. Because few reports
specify a version, we ignored this final feature.

After collecting the data, groups of duplicate bug reports
were placed into buckets. 2,102 unique reports appeared
in these buckets. Then, we calculated the topic-document
distribution of each summary, description, and combined
summary and description for each report using the imple-
mentation of latent Dirichlet allocation (LDA) [4] in MAL-
LET [8]. LDA is a probabilistic generative model that cre-
ates a specified number of topics based on terms appearing
in the corpus, and then generates a topic distribution for
each document. LDA was introduced by Blei et al. [4] and
has subsequently been used in a variety of text retrieval ap-
plications. We used MALLET’s default LDA configurations:
an alpha value of 50.0 and a beta value of 0.01. We used a
100-topic model, a number suggested by Sun et al.’s results.

Following Alipour et al., we generated 20,000 pairs of bug
reports consisting of 20% duplicate pairs. To protect the
validity of our study, we ensured that no two pairs contained
identical reports.

For each pair, 13 attributes were computed. To stem
words for the simSumControl and simDesControl attributes,
we used the Porter stemmer [10]. We used the SEO suite
stopword list [1]. LDA distributions are sorted based on the
percentage each topic describes, in decreasing order. Table
1 lists the attributes used in the study, and Table 2 shows a
pair of duplicate bug reports from the Android data set.

Once all the pairs were created, we tested the predictive
power of a range of machine learning classifiers using the
Weka tool [5]. Tests were conducted using ten-fold cross-
validation. Following Alipour et al., we test the e�cacy of a
machine learner using its accuracy, the AUC, or area under
the Receiver Operating Characteristic (ROC) curve, and its
Kappa statistic. The ROC curve plots the true positive rate
of a binary classifier against its false positive rate as the
threshold of discrimination changes, and therefore the AUC
is the probability that the classifier will rank a positive in-
stance higher than a negative instance. The Kappa statistic
is a measure of how closely the learned model fits the data
given. In this model, it signifies how closely the learned
model corresponds to the triagers which classified the bug
reports. We used the same machine learners as Alipour et
al., and added one additional learner, REPTree with Bag-
ging, or the Bootstrap Aggregating technique. Bagging
uses iterative training on multiple weighted training sets to
prevent overfitting.

The other algorithms used are ZeroR, Naive Bayes, Lo-
gistic Regression, C4.5, and K-NN. Note that the ZeroR
algorithm simply predicts the mode, and thus is a baseline
classifier. For the K-NN classifier, k was set to 7. For the

Table 1: Attributes for Pairs of Bug Reports

lenWordDi↵Sum
lenWordDi↵Des

Di↵erence in the number of words in
the summaries or descriptions

simSumControl
simDesControl

Number of shared words in the sum-
maries or descriptions after stem-
ming and stop-word removal, con-
trolled by their lengths

sameTopicSum
sameTopicDes
sameTopicTot

First shared identical topic between
the sorted distribution given by
LDA to each summary, description,
or combined summary and descrip-
tion

topicSimSum
topicSimDes
topicSimTot

Hellinger distance between the topic
distributions given by LDA to each
summary, description, or combined
summary and description

priorityDi↵ {same-priority, not-same}
timeDi↵ Di↵erence in minutes between the

times the bugs were submitted

sameComponent Four-category attribute: {both-null,
one-null, no-null-same, no-null-not-
same}

sameType {same-type, not-same}
class {dup, not-dup}

Table 2: Example Bug Reports

Attribute Bug 21196 Bug 20161

Submitted oct 25 2011
08:22:51

sep 19 2011
13:05:15

Status Duplicate Duplicate

MergeID 7402 7402

Summary support urdu in
android

urdu language
support

Description i just see many
description where
people continu-
ously requesting
google for sup-
port urdu in
andriod ...

hello i’m unable
to read any type
of urdu language
text messages.
please add urdu
language in fu-
ture updates of
android ...

Component Null Null

Type Defect Defect

Priority Medium Medium

C4.5 algorithm, a confidence factor of 0.025 was used. All
other models were set to their defaults in Weka. To compare
our results with Alipour et al.’s, we used their “Contextual,
categorical, and Labeled-LDA context’s data” results, which
have the highest average AUC over the five di↵erent contex-
tual word lists they tested. To evaluate the performance
of the Bagging: REPTree classifier we compared it to the
best-performing classifier in the group. Alipour et al. also
evaluated the metrics of Sun et al. [11] on this data set, and
therefore we will compare our results to Sun et al.’s metrics
as well. Finally, we evaluated the information gain of each
of our metrics to discover which might account for a change
in performance from Sun et al. and Alipour et al. The infor-
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New features for duplicate bug detection
• Tested the predictive power of a range of machine learning 

classifiers using the Weka tool. Tests were conducted using 
ten-fold crossvalidation.  

• Tested the efficacy of a machine learner using its accuracy, 
the AUC, or area under the Receiver Operating 
Characteristic (ROC) curve, and its Kappa statistic. The ROC 
curve plots the true positive rate of a binary classifier against 
its false positive rate as the threshold of discrimination 
changes, and therefore the AUC is the probability that the 
classifier will rank a positive instance higher than a 
negative instance. The Kappa statistic is a measure of 
how closely the learned model fits the data given. In this 
model, it signifies how closely the learned model 
corresponds to the triagers which classified the bug reports. 



Machine learners used

• ZeroR  

• Naive Bayes 

• Logistic Regression 

• C4.5 

• K-NN 

• REPTree with Bagging



Classification results

Table 3: Classification Results

Algorithm Accuracy % AUC Kappa

ZeroR 80.00% 0.500 0.00
Naive Bayes 92.990% 0.958 0.778
Logistic Regression 94.585% 0.972 0.824
C4.5 94.780% 0.941 0.832
K-NN 94.785 0.955 0.830
Bagging: REPTree 95.170% 0.977 0.845

Table 4: Improvement over Alipour et al. [2]

Algorithm Accuracy AUC Kappa

ZeroR 0% 0% 0%
Naive Bayes +16.741% +21.57% +121.78%
Logistic Regression +7.33% +7.52% +38.09%
C4.5 +2.90% +5.97% +10.15%
K-NN +3.59% +4.83% +9.77%
Bagging: REPTree +3.33% +7.24% +11.76%

Table 5: Improvement over Sun et al. [11]

Algorithm Accuracy AUC Kappa

ZeroR 0% 0% 0%
Naive Bayes +18.27% +23.14% Undef.
Logistic Regression +14.19% +19.41% +152.76%
C4.5 +12.13% +31.42% +92.41%
K-NN +15.06% +29.58% +79.81%
Bagging: REPTree +12.59% +25.58% +83.06%

mation gain of a metric corresponds to the amount by which
it reduces the entropy of a set, such that when a decision
tree separates data based on a metric with high information
gain, the resulting sets have a much lower entropy than the
initial set, while separation on a metric with low information
gain yields sets with similar entropy. Therefore it is roughly
equivalent with how useful a metric is for splitting data in
decision tree learners like C4.5.

3. CASE STUDY
We applied these methods to the Android data set ob-

tained by Alipour et al. Table 3 details the accuracy, AUC,
and the Kappa statistic for each of the five classifiers we
used. Table 4 lists the percentage change of our accuracy,
AUC, and kappa values from Alipour et al.’s metrics, while
Table 5 lists the percentage change over Sun et al.’s metrics.
Note that when Undef. is listed under the Sun et al. com-
parison table, it refers to the comparison between a positive
value obtained by our study and a negative value from Sun
et al.’s metrics.

Because our metrics showed a significant improvement
over both those used by Alipour et al. and Sun et al., future
studies in duplicate bug detection should consider includ-
ing them. We then evaluated the information gain of each
metric using Weka. This is detailed in Table 6.

The information gain of the metrics using the first shared
topic to measure distance between topic-document distri-
butions is significantly higher than that of metrics using
Hellinger distance. Therefore, we hypothesize that this mea-
sure should be considered for use in a range of NLP applica-
tions. simSumControl has a high information gain as well,

Table 6: Information Gain of the Top Eight Metrics

sameTopicSum 0.330

sameTopicTot 0.321

topicSimSum 0.256

simSumControl 0.252

topicSimTot 0.209

sameTopicDes 0.203

topicSimDes 0.170

simDesControl 0.109

and may be a simple method with which to supplement or
replace tf-idf methods in some text retrieval applications.

4. THREATS TO VALIDITY
The primary threat to construct validity concerns the num-

ber of bugs marked as duplicate in the Android database. A
previous study showed an average of 36% of bug reports in
repositories are duplicates or invalid [3], yet of the reports
in the data, only 1,452 of 37,627 reports were marked as du-
plicate. In addition, some 10,000 reports in this time period
have not been processed yet and are still marked as “New.”
Many of these could actually be duplicates. A threat to in-
ternal validity concerns the selection of pairs. Because more
pairs are represented by large buckets of duplicates, there is
a selection bias towards bug reports in larger groups rather
than smaller ones.

5. CONCLUSION
The results of this paper demonstrate the descriptive power

of the suite of attributes we have proposed. We have shown
that they provide an increase in accuracy, AUC, and Kappa
statistics over the metrics of Alipour et al. [2] and Sun et
al. [11] when applied to the Android repository. However,
our study simply extends the analysis by Alipour et al.:
there is good reason to believe that the metrics used by
Alipour et al., when combined with ours, could further im-
prove duplicate bug detection.
The e↵ectiveness and simplicity of the metrics proposed

in this study make them good candidates for futures studies
on duplicate bug reports. The practices of splitting the sum-
mary and description attributes when computing similarity,
a strategy used by Jalbert and Weimar [6], and of using the
first shared topic distance measure (which is, we believe, a
novel distance measure) are particularly recommended. Fi-
nally, the use of Bagging to aid in classification should be
considered, as it provided a small increase in accuracy.
A future study which utilized our metrics in order to find

duplicates of incoming bugs, using a top-k approach similar
to Sun et al. in which a fixed number of possible duplicate
reports are presented for each incoming report, would fur-
ther test their e↵ectiveness. Our results suggest that this
suite of metrics could significantly improve state-of-the-art
top-k approaches to bug deduplication.
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Gain of metrics

Table 3: Classification Results

Algorithm Accuracy % AUC Kappa

ZeroR 80.00% 0.500 0.00
Naive Bayes 92.990% 0.958 0.778
Logistic Regression 94.585% 0.972 0.824
C4.5 94.780% 0.941 0.832
K-NN 94.785 0.955 0.830
Bagging: REPTree 95.170% 0.977 0.845

Table 4: Improvement over Alipour et al. [2]

Algorithm Accuracy AUC Kappa

ZeroR 0% 0% 0%
Naive Bayes +16.741% +21.57% +121.78%
Logistic Regression +7.33% +7.52% +38.09%
C4.5 +2.90% +5.97% +10.15%
K-NN +3.59% +4.83% +9.77%
Bagging: REPTree +3.33% +7.24% +11.76%

Table 5: Improvement over Sun et al. [11]

Algorithm Accuracy AUC Kappa

ZeroR 0% 0% 0%
Naive Bayes +18.27% +23.14% Undef.
Logistic Regression +14.19% +19.41% +152.76%
C4.5 +12.13% +31.42% +92.41%
K-NN +15.06% +29.58% +79.81%
Bagging: REPTree +12.59% +25.58% +83.06%

mation gain of a metric corresponds to the amount by which
it reduces the entropy of a set, such that when a decision
tree separates data based on a metric with high information
gain, the resulting sets have a much lower entropy than the
initial set, while separation on a metric with low information
gain yields sets with similar entropy. Therefore it is roughly
equivalent with how useful a metric is for splitting data in
decision tree learners like C4.5.

3. CASE STUDY
We applied these methods to the Android data set ob-

tained by Alipour et al. Table 3 details the accuracy, AUC,
and the Kappa statistic for each of the five classifiers we
used. Table 4 lists the percentage change of our accuracy,
AUC, and kappa values from Alipour et al.’s metrics, while
Table 5 lists the percentage change over Sun et al.’s metrics.
Note that when Undef. is listed under the Sun et al. com-
parison table, it refers to the comparison between a positive
value obtained by our study and a negative value from Sun
et al.’s metrics.

Because our metrics showed a significant improvement
over both those used by Alipour et al. and Sun et al., future
studies in duplicate bug detection should consider includ-
ing them. We then evaluated the information gain of each
metric using Weka. This is detailed in Table 6.

The information gain of the metrics using the first shared
topic to measure distance between topic-document distri-
butions is significantly higher than that of metrics using
Hellinger distance. Therefore, we hypothesize that this mea-
sure should be considered for use in a range of NLP applica-
tions. simSumControl has a high information gain as well,

Table 6: Information Gain of the Top Eight Metrics

sameTopicSum 0.330

sameTopicTot 0.321

topicSimSum 0.256

simSumControl 0.252

topicSimTot 0.209

sameTopicDes 0.203

topicSimDes 0.170

simDesControl 0.109

and may be a simple method with which to supplement or
replace tf-idf methods in some text retrieval applications.

4. THREATS TO VALIDITY
The primary threat to construct validity concerns the num-

ber of bugs marked as duplicate in the Android database. A
previous study showed an average of 36% of bug reports in
repositories are duplicates or invalid [3], yet of the reports
in the data, only 1,452 of 37,627 reports were marked as du-
plicate. In addition, some 10,000 reports in this time period
have not been processed yet and are still marked as “New.”
Many of these could actually be duplicates. A threat to in-
ternal validity concerns the selection of pairs. Because more
pairs are represented by large buckets of duplicates, there is
a selection bias towards bug reports in larger groups rather
than smaller ones.

5. CONCLUSION
The results of this paper demonstrate the descriptive power

of the suite of attributes we have proposed. We have shown
that they provide an increase in accuracy, AUC, and Kappa
statistics over the metrics of Alipour et al. [2] and Sun et
al. [11] when applied to the Android repository. However,
our study simply extends the analysis by Alipour et al.:
there is good reason to believe that the metrics used by
Alipour et al., when combined with ours, could further im-
prove duplicate bug detection.
The e↵ectiveness and simplicity of the metrics proposed

in this study make them good candidates for futures studies
on duplicate bug reports. The practices of splitting the sum-
mary and description attributes when computing similarity,
a strategy used by Jalbert and Weimar [6], and of using the
first shared topic distance measure (which is, we believe, a
novel distance measure) are particularly recommended. Fi-
nally, the use of Bagging to aid in classification should be
considered, as it provided a small increase in accuracy.
A future study which utilized our metrics in order to find

duplicates of incoming bugs, using a top-k approach similar
to Sun et al. in which a fixed number of possible duplicate
reports are presented for each incoming report, would fur-
ther test their e↵ectiveness. Our results suggest that this
suite of metrics could significantly improve state-of-the-art
top-k approaches to bug deduplication.
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ABSTRACT
As software becomes increasingly important, its quality becomes
an increasingly important issue. Therefore, prior work focused on
software quality and proposed many prediction models to identify
the location of software bugs, to estimate their fixing-time, etc.
However, one special type of severe bugs is blocking bugs. Block-
ing bugs are software bugs that prevent other bugs from being fixed.
These blocking bugs may increase maintenance costs, reduce over-
all quality and delay the release of the software systems.

In this paper, we study blocking-bugs in six open source projects
and propose a model to predict them. Our goal is to help developers
identify these blocking bugs early on. We collect the bug reports
from the bug tracking systems of the projects, then we obtain 14
different factors related to, for example, the textual description of
the bug, the location the bug is found in and the people involved
with the bug. Based on these factors we build decision trees for
each project to predict whether a bug will be a blocking bug or not.
Then, we analyze these decision trees in order to determine which
factors best indicate these blocking bugs. Our results show that our
prediction models achieve F-measures of 15-42%, which is a two-
to four-fold improvement over the baseline random predictors. We
also find that the most important factors in determining blocking
bugs are the comment text, comment size, the number of developers
in the CC list of the bug report and the reporter’s experience. Our
analysis shows that our models reduce the median time to identify
a blocking bug by 3-18 days.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscellaneous; D.2.8
[Software Engineering]: Metrics—complexity measures, perfor-
mance measures

General Terms
Software Quality Analysis

Keywords
Process Metrics, Code Metrics, Post-release Defects
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1. INTRODUCTION
Software systems are becoming an important part of daily life

for businesses and society. Most organizations rely on such soft-
ware systems to manage their day-to-day internal operations, and
to deliver services to their customers. This ever growing demand
for new and better software products is skyrocketing the software
production and maintenance cost. In 2000, Erlikh [1] reported that
approximately 90% of the software life-cycle cost is consumed by
software maintenance activities. Two year later, a study conducted
by the National Institute of Standards and Technology (NIST) found
that software bugs cost $59 billions annually to the US economy
[2].

Therefore, in recent years, researchers and industry have put a
large amount of effort in developing tools and prediction models
to reduce the impact of software defects (e.g., [3, 4, 5]). This work
usually leverages data from bug reports in bug tracking systems to
build their prediction models. Other work proposed methods for
detecting duplicate bug reports [6, 7, 8], automatic assignment of
bug severity/priority [9, 10], predicting fixing time [11, 12, 13, 14]
and assisting in bug triaging [15,16,17]. More recently, prior work
focused on specific types of issues such reopened bugs, perfor-
mance bugs and enhancement requests [18, 19, 20, 21]

In the normal flow of the bug process, someone discovers a bug
and creates the respective bug report1, then the bug is assigned to
a developer who is responsible for fixing it and finally, once it is
resolved, another developer verifies the fix and closes the bug re-
port. Sometimes, however, the fixing process is stalled because of
the presence of a blocking bug. Blocking bugs are software de-
fects that prevent other defects from being fixed. In this scenario,
the developers cannot go further fixing their bugs, not because they
do not have the skills or resources (e.g., time) needed to do it, but
because the components they are fixing depend on other compo-
nents that have unresolved bugs. These blocking bugs considerably
lengthen the overall fixing time of the software bugs and increase
the maintenance cost. In fact, we found that blocking bugs take
approximately two to three times longer to be fixed compared to
non-blocked bugs. For example, in one of our case studies, the me-
dian number of days to resolve a blocking bug is 48, whereas the
median for non-blocking bugs is 16 days.

To reduce the impact of blocking bugs, we build prediction mod-
els in order to flag the blocking bugs early on for developers. In par-
ticular, we mine the bug repositories from six open source projects
namely: Chromium, Eclipse, FreeDesktop, Mozilla, NetBeans and
OpenOffice to extract 14 different factors related to the textual in-
formation of the bug, the location the bug is found and the people

1We use the terms "bug" or "bug report" to refer to an issue re-
port (e.g., corrective and non-corrective requests) stored in the bug
tracking system.
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• Normal flow: Someone discovers a bug and creates the respective 
bug report, then the bug is assigned to a developer who is 
responsible for fixing it and finally, once it is resolved, another 
developer verifies the fix and closes the bug report.  

• Blocking bugs: The fixing process is stalled because of the presence 
of a blocking bug. Blocking bugs are software defects that prevent 
other defects from being fixed. 

• Blocking bugs lengthen the overall fixing time of the software bugs 
and increase the maintenance cost.  

• Blocking bugs take longer to be fixed compared to non-blocked 
bugs.  

• To reduce the impact of blocking bugs, prediction models are 
build in order to flag the blocking bugs early on for developers. 



Characterizing and Predicting Blocking Bugs 
who reported the bug. We determine the ground truth (i.e., infor-
mation of whether a bug is blocking or non-blocking ) from the bug
repositories. Based on these factors and employing machine learn-
ing techniques such as decision trees (C4.5), Naive Bayes, kNN,
Random Forests and Zero-R, we build our prediction models. Ad-
ditionally, we perform a analysis [22] in order to determine which
factors best identify blocking bugs. In particular, we would like to
answer the following research questions:

RQ1 Can we build highly accurate models to predict whether
a new bug will be a blocking bug?
We use 14 different factors extracted from bug databases to
build accurate prediction models that predict whether a bug
will be a blocking bug or not. Our models achieve F-measure
values between 15%-42%.

RQ2 Which factors are the best indicators of blocking bugs?
We find that the bug comments, the number of developers
in the CC list and the bug reporter are the best indicators of
whether or not a bug will be blocking bug.

The rest of the paper is organized as follows. Section 2 describes
the approach used in this work. Section 3 discusses and character-
izes blocking bugs. Section 4 presents our case study. We compare
the performance of different classifiers in Section 5. We discuss
the related work in Section 6. Section 7 highlights the threats to
validity. Section 8 concludes the paper and discusses future work.

2. APPROACH
In this section, we describe our approach as shown in Figure 1.

First, we discuss the data used in our case study and we list the
factors extracted from the bugs reports. Second, we describe the
prediction models and the performance metrics used in our study.

2.1 Data Used in the Case Studies
In order to perform our study, we used the bug reports from

six different projects namely: Chromium, Eclipse, FreeDesktop,
Mozilla, NetBeans and OpenOffice. Chromium is a web browser
developed by Google and used as the development branch of Google
Chrome. Eclipse is a popular multi-language IDE written in Java,
well known for its system of plugins that allows customization of
its programming environment. FreeDesktop is an umbrella project
hosting sub projects such as Xorg (official implementation of the X
Window System), Mesa (free implementation of the OpenGL spec-
ification), etc. Mozilla is a framework and umbrella project that
hosts and develops products such as Firefox, Thunderbird, Bugzilla,
etc. NetBeans is also another popular IDE written in Java. Al-
though it is meant for java development, it also provides support
for PHP and C/C++ development. OpenOffice is an office suite
initiated by Sun Microsystem and currently developed by Apache.
The reason we chose these projects is because they are mature and
long-lived open sources projects, with a large amount of bug re-
ports.

Table 1 shows the number of closed bugs for each project. For
Chromium, we extracted all bugs published before April 17, 2013.
The total number of extracted bugs was 206,125 bugs. We removed
bugs with a status other than verified or closed. Bugs with empty
fields were also filtered out, because our prediction models require
instances with non-empty values. After this preprocessing step, the
number of bugs was reduced to 39,619, of which 924 (2.3%) were
blocking bugs and 38,695 were non-blocking bugs.

For the remaining five projects, we extracted bug reports that
were verified or closed before October 18, 2013. Similar to the
Chromium extraction, we filtered out those bugs with empty fields.
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The total number of valid bugs for these five projects was 363,343.
From the table, we can see that Eclipse is the largest project with
130,694 valid bugs. We can also notice that for most of the projects,
the percentages of blocking bugs was less that 3% of the set of bugs.
The only two exceptions were FreeDesktop and Mozilla with 8.9%
and 12.5%, respectively.

2.2 Factors Used to Predict Blocking Bugs
Since our goal is to be able to predict blocking bugs, we extracted

different factors from the bug reports so the blocking bugs can be
detected early on. In addition, we would like to determine which
factors best identify these blocking bugs. We consider 14 different
factors to help us discriminate between blocking and non-blocking
bugs. To come up with a list of factors, we surveyed prior work. For
example, Sun et al. [23] included factors such product, component,
priority, etc in their models to detect duplicate bugs. Lamkanfi et al.
[10, 24] used textual information to predict bug severities. Wang et
al. and Jalbert et al. [7], [25] used text mining to identify duplicate
bug reports. Zimmermann et al. [19] showed that the reporter’s
reputation is negatively correlated with reopened bugs in Windows
Vista. Furthermore, many of our factors are inspired in the metrics
used by our prior work [18], predicting reopened bugs. We list each
factor and provide a brief description for each below:

1. Product: The product where the bug was found (e.g., Firefox
OS, Bugzilla, Thunderbird, etc). Some products are older or more
complex than others and therefore, are more likely to have block-
ing bugs. For example, Firefox OS and Bugzilla are two Mozilla
products with approximately the same number of bugs (⇡ 880),
however there were more blocking bugs in Firefox OS (250 bugs)
than in Mozilla (30 bugs).
2. Component: The component in which the bug was found (e.g.,
Core, Editor, UI, etc). Some components are more/less critical than
others and as a consequence more/less likely to have blocking bugs
than others. For example, it might be the case that bugs in critical
components prevent bugs in other components from being fixed.
Note that we were not able to have this factor for Chromium be-
cause its issue tracking system does not support it.
3. Platform: The operating system in which the bug was found
(e.g., Windows, GNU/Linux, Android, etc). Some platforms are
more/less prone to have bugs than others. It is more/less likely to
find blocking/non-blocking bugs for specific platforms.
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who reported the bug. We determine the ground truth (i.e., infor-
mation of whether a bug is blocking or non-blocking ) from the bug
repositories. Based on these factors and employing machine learn-
ing techniques such as decision trees (C4.5), Naive Bayes, kNN,
Random Forests and Zero-R, we build our prediction models. Ad-
ditionally, we perform a analysis [22] in order to determine which
factors best identify blocking bugs. In particular, we would like to
answer the following research questions:

RQ1 Can we build highly accurate models to predict whether
a new bug will be a blocking bug?
We use 14 different factors extracted from bug databases to
build accurate prediction models that predict whether a bug
will be a blocking bug or not. Our models achieve F-measure
values between 15%-42%.

RQ2 Which factors are the best indicators of blocking bugs?
We find that the bug comments, the number of developers
in the CC list and the bug reporter are the best indicators of
whether or not a bug will be blocking bug.

The rest of the paper is organized as follows. Section 2 describes
the approach used in this work. Section 3 discusses and character-
izes blocking bugs. Section 4 presents our case study. We compare
the performance of different classifiers in Section 5. We discuss
the related work in Section 6. Section 7 highlights the threats to
validity. Section 8 concludes the paper and discusses future work.

2. APPROACH
In this section, we describe our approach as shown in Figure 1.

First, we discuss the data used in our case study and we list the
factors extracted from the bugs reports. Second, we describe the
prediction models and the performance metrics used in our study.

2.1 Data Used in the Case Studies
In order to perform our study, we used the bug reports from

six different projects namely: Chromium, Eclipse, FreeDesktop,
Mozilla, NetBeans and OpenOffice. Chromium is a web browser
developed by Google and used as the development branch of Google
Chrome. Eclipse is a popular multi-language IDE written in Java,
well known for its system of plugins that allows customization of
its programming environment. FreeDesktop is an umbrella project
hosting sub projects such as Xorg (official implementation of the X
Window System), Mesa (free implementation of the OpenGL spec-
ification), etc. Mozilla is a framework and umbrella project that
hosts and develops products such as Firefox, Thunderbird, Bugzilla,
etc. NetBeans is also another popular IDE written in Java. Al-
though it is meant for java development, it also provides support
for PHP and C/C++ development. OpenOffice is an office suite
initiated by Sun Microsystem and currently developed by Apache.
The reason we chose these projects is because they are mature and
long-lived open sources projects, with a large amount of bug re-
ports.

Table 1 shows the number of closed bugs for each project. For
Chromium, we extracted all bugs published before April 17, 2013.
The total number of extracted bugs was 206,125 bugs. We removed
bugs with a status other than verified or closed. Bugs with empty
fields were also filtered out, because our prediction models require
instances with non-empty values. After this preprocessing step, the
number of bugs was reduced to 39,619, of which 924 (2.3%) were
blocking bugs and 38,695 were non-blocking bugs.

For the remaining five projects, we extracted bug reports that
were verified or closed before October 18, 2013. Similar to the
Chromium extraction, we filtered out those bugs with empty fields.
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The total number of valid bugs for these five projects was 363,343.
From the table, we can see that Eclipse is the largest project with
130,694 valid bugs. We can also notice that for most of the projects,
the percentages of blocking bugs was less that 3% of the set of bugs.
The only two exceptions were FreeDesktop and Mozilla with 8.9%
and 12.5%, respectively.

2.2 Factors Used to Predict Blocking Bugs
Since our goal is to be able to predict blocking bugs, we extracted

different factors from the bug reports so the blocking bugs can be
detected early on. In addition, we would like to determine which
factors best identify these blocking bugs. We consider 14 different
factors to help us discriminate between blocking and non-blocking
bugs. To come up with a list of factors, we surveyed prior work. For
example, Sun et al. [23] included factors such product, component,
priority, etc in their models to detect duplicate bugs. Lamkanfi et al.
[10, 24] used textual information to predict bug severities. Wang et
al. and Jalbert et al. [7], [25] used text mining to identify duplicate
bug reports. Zimmermann et al. [19] showed that the reporter’s
reputation is negatively correlated with reopened bugs in Windows
Vista. Furthermore, many of our factors are inspired in the metrics
used by our prior work [18], predicting reopened bugs. We list each
factor and provide a brief description for each below:

1. Product: The product where the bug was found (e.g., Firefox
OS, Bugzilla, Thunderbird, etc). Some products are older or more
complex than others and therefore, are more likely to have block-
ing bugs. For example, Firefox OS and Bugzilla are two Mozilla
products with approximately the same number of bugs (⇡ 880),
however there were more blocking bugs in Firefox OS (250 bugs)
than in Mozilla (30 bugs).
2. Component: The component in which the bug was found (e.g.,
Core, Editor, UI, etc). Some components are more/less critical than
others and as a consequence more/less likely to have blocking bugs
than others. For example, it might be the case that bugs in critical
components prevent bugs in other components from being fixed.
Note that we were not able to have this factor for Chromium be-
cause its issue tracking system does not support it.
3. Platform: The operating system in which the bug was found
(e.g., Windows, GNU/Linux, Android, etc). Some platforms are
more/less prone to have bugs than others. It is more/less likely to
find blocking/non-blocking bugs for specific platforms.
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who reported the bug. We determine the ground truth (i.e., infor-
mation of whether a bug is blocking or non-blocking ) from the bug
repositories. Based on these factors and employing machine learn-
ing techniques such as decision trees (C4.5), Naive Bayes, kNN,
Random Forests and Zero-R, we build our prediction models. Ad-
ditionally, we perform a analysis [22] in order to determine which
factors best identify blocking bugs. In particular, we would like to
answer the following research questions:

RQ1 Can we build highly accurate models to predict whether
a new bug will be a blocking bug?
We use 14 different factors extracted from bug databases to
build accurate prediction models that predict whether a bug
will be a blocking bug or not. Our models achieve F-measure
values between 15%-42%.

RQ2 Which factors are the best indicators of blocking bugs?
We find that the bug comments, the number of developers
in the CC list and the bug reporter are the best indicators of
whether or not a bug will be blocking bug.

The rest of the paper is organized as follows. Section 2 describes
the approach used in this work. Section 3 discusses and character-
izes blocking bugs. Section 4 presents our case study. We compare
the performance of different classifiers in Section 5. We discuss
the related work in Section 6. Section 7 highlights the threats to
validity. Section 8 concludes the paper and discusses future work.

2. APPROACH
In this section, we describe our approach as shown in Figure 1.

First, we discuss the data used in our case study and we list the
factors extracted from the bugs reports. Second, we describe the
prediction models and the performance metrics used in our study.

2.1 Data Used in the Case Studies
In order to perform our study, we used the bug reports from

six different projects namely: Chromium, Eclipse, FreeDesktop,
Mozilla, NetBeans and OpenOffice. Chromium is a web browser
developed by Google and used as the development branch of Google
Chrome. Eclipse is a popular multi-language IDE written in Java,
well known for its system of plugins that allows customization of
its programming environment. FreeDesktop is an umbrella project
hosting sub projects such as Xorg (official implementation of the X
Window System), Mesa (free implementation of the OpenGL spec-
ification), etc. Mozilla is a framework and umbrella project that
hosts and develops products such as Firefox, Thunderbird, Bugzilla,
etc. NetBeans is also another popular IDE written in Java. Al-
though it is meant for java development, it also provides support
for PHP and C/C++ development. OpenOffice is an office suite
initiated by Sun Microsystem and currently developed by Apache.
The reason we chose these projects is because they are mature and
long-lived open sources projects, with a large amount of bug re-
ports.

Table 1 shows the number of closed bugs for each project. For
Chromium, we extracted all bugs published before April 17, 2013.
The total number of extracted bugs was 206,125 bugs. We removed
bugs with a status other than verified or closed. Bugs with empty
fields were also filtered out, because our prediction models require
instances with non-empty values. After this preprocessing step, the
number of bugs was reduced to 39,619, of which 924 (2.3%) were
blocking bugs and 38,695 were non-blocking bugs.

For the remaining five projects, we extracted bug reports that
were verified or closed before October 18, 2013. Similar to the
Chromium extraction, we filtered out those bugs with empty fields.
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The total number of valid bugs for these five projects was 363,343.
From the table, we can see that Eclipse is the largest project with
130,694 valid bugs. We can also notice that for most of the projects,
the percentages of blocking bugs was less that 3% of the set of bugs.
The only two exceptions were FreeDesktop and Mozilla with 8.9%
and 12.5%, respectively.

2.2 Factors Used to Predict Blocking Bugs
Since our goal is to be able to predict blocking bugs, we extracted

different factors from the bug reports so the blocking bugs can be
detected early on. In addition, we would like to determine which
factors best identify these blocking bugs. We consider 14 different
factors to help us discriminate between blocking and non-blocking
bugs. To come up with a list of factors, we surveyed prior work. For
example, Sun et al. [23] included factors such product, component,
priority, etc in their models to detect duplicate bugs. Lamkanfi et al.
[10, 24] used textual information to predict bug severities. Wang et
al. and Jalbert et al. [7], [25] used text mining to identify duplicate
bug reports. Zimmermann et al. [19] showed that the reporter’s
reputation is negatively correlated with reopened bugs in Windows
Vista. Furthermore, many of our factors are inspired in the metrics
used by our prior work [18], predicting reopened bugs. We list each
factor and provide a brief description for each below:

1. Product: The product where the bug was found (e.g., Firefox
OS, Bugzilla, Thunderbird, etc). Some products are older or more
complex than others and therefore, are more likely to have block-
ing bugs. For example, Firefox OS and Bugzilla are two Mozilla
products with approximately the same number of bugs (⇡ 880),
however there were more blocking bugs in Firefox OS (250 bugs)
than in Mozilla (30 bugs).
2. Component: The component in which the bug was found (e.g.,
Core, Editor, UI, etc). Some components are more/less critical than
others and as a consequence more/less likely to have blocking bugs
than others. For example, it might be the case that bugs in critical
components prevent bugs in other components from being fixed.
Note that we were not able to have this factor for Chromium be-
cause its issue tracking system does not support it.
3. Platform: The operating system in which the bug was found
(e.g., Windows, GNU/Linux, Android, etc). Some platforms are
more/less prone to have bugs than others. It is more/less likely to
find blocking/non-blocking bugs for specific platforms.
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Converting textual factor into Bayesian-score 

4. Severity: The severity describes the impact of the bug. We an-
ticipate that bugs with a high severity tend to block the development
and debugging process. On the other hand, bugs with a low severity
are related to minor issues or enhancement requests. We excluded
the severity for Chromium because, we found that around 98% of
its bugs have an empty value for this factor.
5. Priority: Refers to the order in which a bug should be attended
with respect to other bugs. For example, bugs with low priority
values (i.e., P1) should be prioritized instead of bugs with high pri-
ority values (i.e., P5). It might be the case that a high/low priority
is indicative of a blocking/non-blocking bugs.
6. Number in the CC list: The number of developers in the CC
list of the bug. We think that bugs followed by a large number of
developers might indicate bottlenecks in the maintenance process
and therefore are more likely to be blocking bugs. For blocking
bugs, we only counted the developers subscribed right before they
were identified as being blocking bugs.
7. Description size: The number of words in the description. It
might be the case that long/short descriptions can help to discrimi-
nate between blocking and non-blocking bugs.
8. Description text: Textual content that summarize the bug re-
port. We think that some words in the description might be good
indicators of blocking bugs.
9. Comment size: The number of words of all comments of a bug.
Longer comments might be indicative of bugs that get discussed
heavily since they are more difficult to fix. Therefore, they are more
likely to be blocking bugs. For blocking bugs, we only consider
comments posted before the bugs were marked as blocking.
10. Comment text: The comments posted by the developers dur-
ing the life cycle of a bug. We think that some words in the com-
ments might be good indicators of blocking bugs. Similar to com-
ment size, for the blocking bugs, we only include the comments
posted before the bug was marked as blocking.
11. Priority has Increased: Indicates whether the priority of a bug
has increased after the initial report. Increasing priorities of bugs
might indicate increased complexity and can make a bug more
likely to be a blocking bug. Note that we were unable to obtain
this information for Chromium.
12. Reporter Name: Name of the developer or user that files the
bug. We include this factor to investigate whether bugs filed by a
specific reporter are more/less likely to be blocking bugs. Since we
are interested in the impact of non-sporadic developers, we group
reporters with less than five contributions into a category named
"others". Additionally, we try to consolidate reporters with more
than one email. We perform a semi-automatic inspection of the
emails. The levenshtein distance is calculated for every pair of
emails and then we check manually the pairs with a distance less
than five.
13. Reporter Experience: Counts the number of previous bug re-
ports filed by the reporter. We conjecture that more/less experi-
enced reporters may be more/less likely to report blocking bugs.
14. Reporter Blocking Experience: Measures the experience of
the reporter in identifying blocking bugs. It counts the number of
blocking bugs filed by the reporter previous to this bug.

Once the aforementioned factors are extracted, we use them to
build classifiers to predict blocking bugs. It is important to mention
that the description text and the comment text factors need special
treatment before being included in our prediction models. We de-
scribe this special preprocessing in detail in the next sub-section.

2.3 Textual Factor Preprocessing
Although all of the bugs reports in the bug repositories were ex-

tracted, we needed to discard a number of bug reports. The total

Table 1: Dataset description

Project Blocking Non-blocking Total
Chromium 924 [2.3%] 38,695 [97.7%] 39,619
Eclipse 3,654 [2.8%] 127,040 [97.2%] 130,694
FreeDesktop 424 [8.9%] 4361 [91.1%] 4,785
Mozilla 8,476 [12.5%] 59,121 [87.5%] 67,597
NetBeans 2,424 [3.2%] 74,307 [96.8%] 76,731
OpenOffice 2,520 [3.0%] 81,016 [97.0%] 83,536
All Projects 18,422 [4.6%] 384,540 [95.4%] 402,962
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Figure 2: Converting textual factor into Bayesian-score

number of extracted bug reports for all the projects were 582,938.
After calculating the factors, filtering out those bugs with empty
values and preprocessing the comments we kept only 402,962 valid
bug reports. Some of these factors were extracted directly from the
bug reports, however, other factors required special preprocessing.

The description and comments in bug reports are two factors that
required special preprocessing, since they represent a rich source of
unstructured information. These factors contain discussions about
the bugs and can also provide snapshots of the progress and status
of such bugs. However, not all the comments are valid, at least for
the purpose of this work. For example:

• After two months of closing the bug 302295 in Eclipse, a
developer identified that the bug 309220 in Eclipse was its
duplicate and posted the comment "Bug 309220 has been
marked as a duplicate of this bug".

• The bug 7430 in Eclipse is a blocking bug and has 22 com-
ments before the closing date, but 8 of them were posted after
it was marked as blocking. If we want to predict and warn
about these blocking bugs, no information after the blocking-
date (i.e., the earliest date on which the bug is marked as
blocking bug) should be used.

To deal with cases like those described earlier, we followed two
criteria. First, for the non-blocking bugs, we filtered out comments
written after the closing-date. Second, for the blocking bugs, we
kept only comments before the blocking-date. Once we collected
the valid comments and the descriptions, the next step was to con-
vert them into numerical values.

One way to deal with text based factors is using a vector repre-
sentation. In this kind of representation, a new factor is created for
each unique word in the data set. Similar to prior work [18,26], we
followed this simple approach. In Figure 2, we show our adapted
approach to convert textual factors into numerical values. We used
a Naive Bayes classifier to calculate the Bayesian-score of these
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Confusion matrix: true/false positive/negatives

platform, then the distance between A
platform

and B
platform

is
zero. On the other hand, if the platforms are distinct, then the dis-
tance is one.

2.4.4 Random Forests Classifier
Random Forests [29] is an ensemble classifier that makes its

prediction based on the majority vote of a set of weak decision
trees. This approach reduces the variance of the individual trees
and makes the classifier more resilient to noise in the data set. For
building a Random Forests of m decision trees, we need to gener-
ate m bootstrap samples taken from the training set (i.e., a random
sample with replacement of the same size as the training set) and
use each of them for training a tree. Unlike C4.5 models, weak trees
in a Random Forest are not pruned and the splitting at each node
only consider a random subset of the factors (which minimizes the
correlation among the trees). In general, this classifier outperforms
simple decision trees in terms of prediction accuracy [30].

2.4.5 Zero-R Classifier
Zero-R (no rule) is the simplest classifier because it always pre-

dicts the majority class in the training set. We use this classifier as
one of our baseline models in the comparison section.

2.5 Performance Evaluation
A common metric used to measure the effectiveness of a predic-

tion model is its accuracy (fraction of correctly classified records).
However, this metric might not be appropriate when the data set is
extremely skewed towards one of the classes [31]. If a classifier
tends to maximize the accuracy, then it can perform very well by
simply ignoring the minority class [32, 33].

We use a confusion matrix to evaluate the effectiveness of the
derived models. A confusion matrix stores the correct and incorrect
decisions made by a classifier. For example, if a bug is classified
as blocking when it truly is blocking, then the classification is a
true positive (TP); if it is classified as blocking when actually it
is non-blocking, then the classification is a false positive (FP); if
it is classified as non-blocking when it is actually blocking, then
the classification is a false negative (FN); finally, if it is classified
as non-blocking and it truly is non-blocking, then the classification
is a true negative (TN). Table 2 summarizes these four possible
outcomes.

Using the values stored in the confusion matrix, we calculate
the widely used Precision, Recall, F-measure and Accuracy metrics
for the blocking bugs to evaluate the performance of the predictive
models:

1. Precision: The ratio of correctly classified blocking bugs over
all the bugs classified as blocking. It is calculated as Pr =

TP

TP+FP

.
2. Recall: The ratio of correctly classified blocking bugs over all
of the actually blocking bugs. It is calculated as Re =

TP

TP+FN

.
3. F-measure: Measures the weighted harmonic mean of the pre-
cision and recall. It is calculated as F-measure =

2⇤Pr⇤Re

Pr+Re

.
4. Accuracy: The ratio between the number of correctly classified
bugs (both the blocking and the non-blocking) over the total num-
ber of bugs. It is calculated as Acc = TP+TN

TP+FP+TN+FN

.

A blocking precision value of 100% would indicate that every
bug we classified as blocking bug was actually a blocking bug.
A blocking recall value of 100% would indicate that every actual
blocking bug was classified as blocking bug.

We use stratified 10-fold cross-validation [34] to estimate the ac-
curacy of our models. This validation method splits the data set
into 10 parts of the same size preserving the original distribution
of the classes. At the i-th iteration (i.e., fold) , it creates a testing

Table 2: Confusion matrix

True class
Blocking Non-blocking

Classified as Blocking TP FP
Non-blocking FN TN

set with the i-th part and a training set with the remaining 9 parts.
Then, it builds a decision tree using the training set and calculate its
accuracy with the testing set. We report the average performance
of the 10 folds. Since our data sets have a low number of blocking
bugs, the stratified sampling prevents us from having parts without
blocking bugs. Additionally, we use re-sampling on the training
data only in order to reduce the impact of the class imbalance prob-
lem (i.e., the fact that there are many non-blocking bugs and very
few blocking bugs) of our data sets.

3. BUG CHARACTERIZATION
Before presenting our case study, we discuss three aspects of the

blocking bugs that we consider important to better understand their
impact.

3.1 Fixing Time
Blocking bugs are harmful for the maintenance process, they de-

lay the repair of other bugs (i.e., blocked bugs) not because there
is not enough resources to fix them, but because the components
affected by these blocked bugs rely on other components that need
to be fixed first. On the other hand, bugs without dependencies
(i.e., non-blocking) on other bugs can be fixed right away and as a
result, their fixing time might be shorter.

Table 3: Median fixing time in days

Project Blocking Non-blocking
Chromium 48 16
Eclipse 146 51
FreeDesktop 78 37
Mozilla 100 42
Netbeans 225 134
Open-Office 142 74

Table 3 reports the median of the fixing-time for blocking/non-
blocking bugs. Through all the projects, we observe that the fixing-
time for non-blocking bugs is shorter than for the blocking bugs.
To see if there is a significant difference between the blocking and
non-blocking bugs, we performed an unpaired Wildcoxon-test for
the hypothesis H

a

: t
blocking

> t
nonblocking

. Table 4 shows the
fixing-time difference reported by the test. The p-values were sig-
nificant for all projects (p-value < 0.001), meaning that the fixing-
time for blocking bugs is statistically significantly longer than the
fixing-time for non-blocking bugs.↵
⌦

�
 The median time to address a blocking bug 15-40 days longer

than the median time it takes to address a non-blocking bug.

3.2 Time to Identify a Blocking Bug
Consider, for example, bug 121120 in OpenOffice that was cre-

ated on 2012-09-27 and reported as blocker for the first time on
2012-11-16. This means, it took approximately 50 days to identify
this bug as blocking bug.

Some blocking bugs are harder to identify than other blocking
bugs. In this case, we can see this period of time as a measure
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2.4.4 Random Forests Classifier
Random Forests [29] is an ensemble classifier that makes its

prediction based on the majority vote of a set of weak decision
trees. This approach reduces the variance of the individual trees
and makes the classifier more resilient to noise in the data set. For
building a Random Forests of m decision trees, we need to gener-
ate m bootstrap samples taken from the training set (i.e., a random
sample with replacement of the same size as the training set) and
use each of them for training a tree. Unlike C4.5 models, weak trees
in a Random Forest are not pruned and the splitting at each node
only consider a random subset of the factors (which minimizes the
correlation among the trees). In general, this classifier outperforms
simple decision trees in terms of prediction accuracy [30].

2.4.5 Zero-R Classifier
Zero-R (no rule) is the simplest classifier because it always pre-

dicts the majority class in the training set. We use this classifier as
one of our baseline models in the comparison section.

2.5 Performance Evaluation
A common metric used to measure the effectiveness of a predic-

tion model is its accuracy (fraction of correctly classified records).
However, this metric might not be appropriate when the data set is
extremely skewed towards one of the classes [31]. If a classifier
tends to maximize the accuracy, then it can perform very well by
simply ignoring the minority class [32, 33].

We use a confusion matrix to evaluate the effectiveness of the
derived models. A confusion matrix stores the correct and incorrect
decisions made by a classifier. For example, if a bug is classified
as blocking when it truly is blocking, then the classification is a
true positive (TP); if it is classified as blocking when actually it
is non-blocking, then the classification is a false positive (FP); if
it is classified as non-blocking when it is actually blocking, then
the classification is a false negative (FN); finally, if it is classified
as non-blocking and it truly is non-blocking, then the classification
is a true negative (TN). Table 2 summarizes these four possible
outcomes.

Using the values stored in the confusion matrix, we calculate
the widely used Precision, Recall, F-measure and Accuracy metrics
for the blocking bugs to evaluate the performance of the predictive
models:

1. Precision: The ratio of correctly classified blocking bugs over
all the bugs classified as blocking. It is calculated as Pr =

TP

TP+FP

.
2. Recall: The ratio of correctly classified blocking bugs over all
of the actually blocking bugs. It is calculated as Re =

TP

TP+FN

.
3. F-measure: Measures the weighted harmonic mean of the pre-
cision and recall. It is calculated as F-measure =

2⇤Pr⇤Re

Pr+Re

.
4. Accuracy: The ratio between the number of correctly classified
bugs (both the blocking and the non-blocking) over the total num-
ber of bugs. It is calculated as Acc = TP+TN

TP+FP+TN+FN

.

A blocking precision value of 100% would indicate that every
bug we classified as blocking bug was actually a blocking bug.
A blocking recall value of 100% would indicate that every actual
blocking bug was classified as blocking bug.

We use stratified 10-fold cross-validation [34] to estimate the ac-
curacy of our models. This validation method splits the data set
into 10 parts of the same size preserving the original distribution
of the classes. At the i-th iteration (i.e., fold) , it creates a testing

Table 2: Confusion matrix

True class
Blocking Non-blocking

Classified as Blocking TP FP
Non-blocking FN TN

set with the i-th part and a training set with the remaining 9 parts.
Then, it builds a decision tree using the training set and calculate its
accuracy with the testing set. We report the average performance
of the 10 folds. Since our data sets have a low number of blocking
bugs, the stratified sampling prevents us from having parts without
blocking bugs. Additionally, we use re-sampling on the training
data only in order to reduce the impact of the class imbalance prob-
lem (i.e., the fact that there are many non-blocking bugs and very
few blocking bugs) of our data sets.

3. BUG CHARACTERIZATION
Before presenting our case study, we discuss three aspects of the

blocking bugs that we consider important to better understand their
impact.

3.1 Fixing Time
Blocking bugs are harmful for the maintenance process, they de-

lay the repair of other bugs (i.e., blocked bugs) not because there
is not enough resources to fix them, but because the components
affected by these blocked bugs rely on other components that need
to be fixed first. On the other hand, bugs without dependencies
(i.e., non-blocking) on other bugs can be fixed right away and as a
result, their fixing time might be shorter.

Table 3: Median fixing time in days

Project Blocking Non-blocking
Chromium 48 16
Eclipse 146 51
FreeDesktop 78 37
Mozilla 100 42
Netbeans 225 134
Open-Office 142 74

Table 3 reports the median of the fixing-time for blocking/non-
blocking bugs. Through all the projects, we observe that the fixing-
time for non-blocking bugs is shorter than for the blocking bugs.
To see if there is a significant difference between the blocking and
non-blocking bugs, we performed an unpaired Wildcoxon-test for
the hypothesis H

a

: t
blocking

> t
nonblocking

. Table 4 shows the
fixing-time difference reported by the test. The p-values were sig-
nificant for all projects (p-value < 0.001), meaning that the fixing-
time for blocking bugs is statistically significantly longer than the
fixing-time for non-blocking bugs.↵
⌦
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 The median time to address a blocking bug 15-40 days longer

than the median time it takes to address a non-blocking bug.

3.2 Time to Identify a Blocking Bug
Consider, for example, bug 121120 in OpenOffice that was cre-

ated on 2012-09-27 and reported as blocker for the first time on
2012-11-16. This means, it took approximately 50 days to identify
this bug as blocking bug.

Some blocking bugs are harder to identify than other blocking
bugs. In this case, we can see this period of time as a measure
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Predictions different algorithms 

Table 8: Top Node analysis results

Level Chromium Eclipse FreeDesktop
# Attribute # Attribute # Attribute

0 5 Comment text 10 Comment text 10 Comment text
5 Comment size

1 17 Description text 12 Reporter 4 Reporter
3 Num. CC 8 Comment text 3 Num. CC

2 Priority has Increased
2 15 Num. CC 704 Comment size 14 Rep. Blocking experience

14 Reporter 613 Description size 13 Rep. experience
3 Description text 536 Comment text 8 Description text

8 Comment size

Level Mozilla NetBeans OpenOffice
# Attribute # Attribute # Attribute

0 10 Num. CC 10 Comment text 10 Comment text

1 15 Comment text 10 Num. CC 10 Comment size
1 Comment size 10 Comment size 9 Num. CC

1 Rep. Blocking experience
2 15 Comment size 12 Reporter 21 Comment text

11 Priority 28 Comment text 10 Comment size
1 Comment text 9 Reporter
1 Product

Table 9: Predictions different algorithms

Project Classif. Precision Recall F-measure Acc.

Chromium

Zero-R NA 0% 0% 97.6%
Naive Bayes 10.0% 54.2% 16.9% 81.5%
kNN 9.0% 47.1% 15.1% 81.5%
Rand. Forest 18.6% 29.6% 22.8% 93.0%
C4.5 9.1% 49.9% 15.3% 80.7%

Eclipse

Zero-R NA 0% 0% 97.2%
Naive Bayes 8.8% 66.4% 15.5% 79.7%
kNN 8.1% 53.0% 14.0% 81.8%
Rand. Forest 16.5% 24.0% 19.5% 94.5%
C4.5 9.2% 47.0% 15.4% 85.5%

FreeDesktop

Zero-R NA 0% 0% 91.1%
Naive Bayes 18.7% 74.3% 29.9% 69.0%
kNN 19.4% 72.6% 30.6% 70.7%
Rand. Forest 27.8% 60.2% 37.9% 82.4%
C4.5 20.4% 73.6% 31.9% 72.0%

Mozilla

Zero-R NA 0% 0% 87.4%
Naive Bayes 29.5% 68.0% 41.1% 75.6%
kNN 23.3% 69.3% 34.9% 67.5%
Rand. Forest 36.1% 53.6% 43.2% 82.3%
C4.5 29.0% 76.7% 42.1% 73.6%

NetBeans

Zero-R NA 0% 0% 96.8%
Naive Bayes 9.9% 73.3% 17.3% 77.1%
kNN 11.4% 59.3% 19.1% 84.2%
Rand. Forest 26.3% 37.6% 30.9% 94.7%
C4.5 12.8% 59.3% 21.1% 86.0%

OpenOffice

Zero-R NA 0% 0% 96.9%
Naive Bayes 12.9% 78.1% 22.1% 83.3%
kNN 14.2% 66.1% 23.4% 87.0%
Rand. Forest 32.9% 46.7% 38.6% 95.5%
C4.5 15.9% 65.9% 25.6% 88.4%

type of bugs. In their work, they used 22 different factors from
4 dimensions to train their models. Xia et al. in [35] compared
the performance of different machine learning methods to predict
re-opened bugs. They found that Bagging and Decision Table al-
gorithms presents better results than decision trees when predicting
re-opened bugs. Zimmermann et al. [19] also investigated and char-
acterized re-opened bugs in Windows. They performed a survey to
identify possible causes of reopened bugs and built statistical mod-
els to determine the impact of various factors. The extracted fac-
tors in our data sets are similar to those used in the previous works
(specially in [18, 35]). Additionally, we also use decision trees as
our prediction models. However our work differs in that we are
not interested in predicting reopened bugs, but instead in predict-
ing blocking bugs.

Fix-time prediction: A prediction model for estimating the bug’s
fixing effort based on previous bugs with similar textual informa-
tion has been proposed by Weiss et al. [13]. Given a new bug re-
port, they use kNN along with text similarity techniques for finding
the bugs with closely related descriptions. The average effort of
these bugs are used to estimate the fixing effort of the given bug
report. Panjer et al. in [12] used decision trees and other machine
learning methods to predict the lifetime of Eclipse bugs. Since the
classifiers do not deal with a continuous response variable, they
discretized the lifetime into seven categories. Their models con-
sidered only primitive factors taken directly from the bug database
(e.g., fixer, severity, component, number of comments, etc.) and
achieved accuracies of 31%-34%. Marks et al. [11] used Random
Forest to predict bug’s fixing time. Using the bugs from Eclipse
and Mozilla, they examined the fixing time along 3 dimensions:
location, reporter and description. Following an approach similar
to Panjer, Marks et al. discretized the fixing time into 3 categories
(within 1 month, within 1 year, more than a year). For both projects
their method was able to yield an accuracy of about 65%. In our
work, we also used decision trees as prediction models, but instead
of predicting the bug’s lifetime, we try to predict blocking bugs.

Severity/Priority prediction: Other works focused on the pre-
diction of specific bug report fields [9, 10, 24, 36]. Lamkanfi et
al. [10] trained Naive Bayes classifiers with textual information
from bug reports on Eclipse and Mozilla to determine the sever-
ity of such bugs. In another paper [24], the authors compared the
performance of four machine learning algorithms (Naive Bayes,
Naive Bayes Multinomial, kNN and SVM) for predicting the bug
severity and found that Naive Bayes Multinomial is the fastest and
most accurate. Menzies et al. [36] used a rule-based algorithm for
predicting the severity of bug reports using their textual descrip-
tions. They evaluated their method using data from a NASA’s bug
tracking system. Sharma et al. [9] evaluated different classifiers for
predicting the priority of bugs in OpenOffice and Eclipse. Their
prediction models achieved accuracies above 70%. Our work dif-
fers from the previous studies in that we used that information to
predict blocking bug rather than the severity/priority. In fact, we
used the severity and priority of the bug reports in our factors.

Bug triaging and Duplicate bug detection: Other studies use
textual information from bug reports such as summary, description
and execution trace for semi-automatic triage process [15, 17, 37,
38] and bug duplicate detection [6, 7, 8, 23, 25]. The key idea in
the majority of these works is to apply natural language processing
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Characterizing and Predicting Blocking Bugs 

who reported the bug. We determine the ground truth (i.e., infor-
mation of whether a bug is blocking or non-blocking ) from the bug
repositories. Based on these factors and employing machine learn-
ing techniques such as decision trees (C4.5), Naive Bayes, kNN,
Random Forests and Zero-R, we build our prediction models. Ad-
ditionally, we perform a analysis [22] in order to determine which
factors best identify blocking bugs. In particular, we would like to
answer the following research questions:

RQ1 Can we build highly accurate models to predict whether
a new bug will be a blocking bug?
We use 14 different factors extracted from bug databases to
build accurate prediction models that predict whether a bug
will be a blocking bug or not. Our models achieve F-measure
values between 15%-42%.

RQ2 Which factors are the best indicators of blocking bugs?
We find that the bug comments, the number of developers
in the CC list and the bug reporter are the best indicators of
whether or not a bug will be blocking bug.

The rest of the paper is organized as follows. Section 2 describes
the approach used in this work. Section 3 discusses and character-
izes blocking bugs. Section 4 presents our case study. We compare
the performance of different classifiers in Section 5. We discuss
the related work in Section 6. Section 7 highlights the threats to
validity. Section 8 concludes the paper and discusses future work.

2. APPROACH
In this section, we describe our approach as shown in Figure 1.

First, we discuss the data used in our case study and we list the
factors extracted from the bugs reports. Second, we describe the
prediction models and the performance metrics used in our study.

2.1 Data Used in the Case Studies
In order to perform our study, we used the bug reports from

six different projects namely: Chromium, Eclipse, FreeDesktop,
Mozilla, NetBeans and OpenOffice. Chromium is a web browser
developed by Google and used as the development branch of Google
Chrome. Eclipse is a popular multi-language IDE written in Java,
well known for its system of plugins that allows customization of
its programming environment. FreeDesktop is an umbrella project
hosting sub projects such as Xorg (official implementation of the X
Window System), Mesa (free implementation of the OpenGL spec-
ification), etc. Mozilla is a framework and umbrella project that
hosts and develops products such as Firefox, Thunderbird, Bugzilla,
etc. NetBeans is also another popular IDE written in Java. Al-
though it is meant for java development, it also provides support
for PHP and C/C++ development. OpenOffice is an office suite
initiated by Sun Microsystem and currently developed by Apache.
The reason we chose these projects is because they are mature and
long-lived open sources projects, with a large amount of bug re-
ports.

Table 1 shows the number of closed bugs for each project. For
Chromium, we extracted all bugs published before April 17, 2013.
The total number of extracted bugs was 206,125 bugs. We removed
bugs with a status other than verified or closed. Bugs with empty
fields were also filtered out, because our prediction models require
instances with non-empty values. After this preprocessing step, the
number of bugs was reduced to 39,619, of which 924 (2.3%) were
blocking bugs and 38,695 were non-blocking bugs.

For the remaining five projects, we extracted bug reports that
were verified or closed before October 18, 2013. Similar to the
Chromium extraction, we filtered out those bugs with empty fields.

Bug database 

Data collection & 
Factor Extraction 

Decision Tree 
Model 

Training set Test set 

Building the  
prediction model 

Evaluation 
 metrics 

Most important 
factors 

Classify 

Analysis of 
factors 

Dataset 

Figure 1: Approach overview

The total number of valid bugs for these five projects was 363,343.
From the table, we can see that Eclipse is the largest project with
130,694 valid bugs. We can also notice that for most of the projects,
the percentages of blocking bugs was less that 3% of the set of bugs.
The only two exceptions were FreeDesktop and Mozilla with 8.9%
and 12.5%, respectively.

2.2 Factors Used to Predict Blocking Bugs
Since our goal is to be able to predict blocking bugs, we extracted

different factors from the bug reports so the blocking bugs can be
detected early on. In addition, we would like to determine which
factors best identify these blocking bugs. We consider 14 different
factors to help us discriminate between blocking and non-blocking
bugs. To come up with a list of factors, we surveyed prior work. For
example, Sun et al. [23] included factors such product, component,
priority, etc in their models to detect duplicate bugs. Lamkanfi et al.
[10, 24] used textual information to predict bug severities. Wang et
al. and Jalbert et al. [7], [25] used text mining to identify duplicate
bug reports. Zimmermann et al. [19] showed that the reporter’s
reputation is negatively correlated with reopened bugs in Windows
Vista. Furthermore, many of our factors are inspired in the metrics
used by our prior work [18], predicting reopened bugs. We list each
factor and provide a brief description for each below:

1. Product: The product where the bug was found (e.g., Firefox
OS, Bugzilla, Thunderbird, etc). Some products are older or more
complex than others and therefore, are more likely to have block-
ing bugs. For example, Firefox OS and Bugzilla are two Mozilla
products with approximately the same number of bugs (⇡ 880),
however there were more blocking bugs in Firefox OS (250 bugs)
than in Mozilla (30 bugs).
2. Component: The component in which the bug was found (e.g.,
Core, Editor, UI, etc). Some components are more/less critical than
others and as a consequence more/less likely to have blocking bugs
than others. For example, it might be the case that bugs in critical
components prevent bugs in other components from being fixed.
Note that we were not able to have this factor for Chromium be-
cause its issue tracking system does not support it.
3. Platform: The operating system in which the bug was found
(e.g., Windows, GNU/Linux, Android, etc). Some platforms are
more/less prone to have bugs than others. It is more/less likely to
find blocking/non-blocking bugs for specific platforms.

73



Finding Patterns in Static Analysis Alerts

Improving Actionable Alert Ranking

Quinn Hanam, Lin Tan, Reid Holmes, and Patrick Lam
University of Waterloo
200 University Ave W

Waterloo, Ontario
qhanam,lintan,rtholmes,patrick.lam@uwaterloo.ca

ABSTRACT
Static analysis (SA) tools that find bugs by inferring pro-
grammer beliefs (e.g., FindBugs) are commonplace in to-
day’s software industry. While they find a large number of
actual defects, they are often plagued by high rates of alerts
that a developer would not act on (unactionable alerts) be-
cause they are incorrect, do not significantly a↵ect program
execution, etc. High rates of unactionable alerts decrease
the utility of static analysis tools in practice.

We present a method for di↵erentiating actionable and
unactionable alerts by finding alerts with similar code pat-
terns. To do so, we create a feature vector based on code
characteristics at the site of each SA alert. With these fea-
ture vectors, we use machine learning techniques to build an
actionable alert prediction model that is able to classify new
SA alerts.

We evaluate our technique on three subject programs us-
ing the FindBugs static analysis tool and the Faultbench
benchmark methodology. For a developer inspecting the top
5% of all alerts for three sample projects, our approach is
able to identify 57 of 211 actionable alerts, which is 38 more
than the FindBugs priority measure. Combined with pre-
vious actionable alert identification techniques, our method
finds 75 actionable alerts in the top 5%, which is four more
actionable alerts (a 6% improvement) than previous action-
able alert identification techniques.
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1. INTRODUCTION
Static analysis (SA) tools are widely used to find bugs in

software before they have a chance to manifest as run time
faults. The most popular static analysis tools look through
static code and infer a wide variety of bugs, security holes
and bad programming practice [11]. Unlike more formal
methods, this type of static analysis provides no guarantee
that it has found all bugs that it checks for or that the bugs
it does find are real [6].
The widespread adoption of SA for entire codebases by

commercial software companies [9, 27] is evidence that SA
is economically beneficial. However, SA su↵ers from high
false positive rates [5]. Many of the alerts generated by SA
suggest errors are present when in fact no errors exist. So
despite its widespread use, high rates of false positives in SA
still prevent many users from adopting these tools [19].
The terms ‘true positive’ and ‘false positive’ can be am-

biguous in static analysis. If we define a true positive as any
code that contains errors, the definition fails to cover warn-
ings that identify bad practice or places where a bug could
be easily be introduced. Alternatively, we could define a true
positive as any warning identified by SA, because at the very
least the warning has flagged a source of bad practice. This
fails for situations where a programmer writes code that per-
forms as intended and does not wish to modify. We therefore
use the term actionable alert (AA) to define a SA alert that
the programmer would act on to resolve and unactionable
alert (UA) to define a SA alert that the programmer would
not act on to resolve [15].
Because of the prevalence of unactionable alerts in SA

warnings, considerable work has attempted to predict wh-
ether alerts are actionable or not; Heckman and Williams
survey this literature [15]. Of particular importance in this
research are the set of characteristics used to predict what
SA alerts are actionable or unactionable. Heckman and
Williams refer to these characteristics as alert characteristics
(AC) [15], a term which we adopt in this paper.
Through our research investigating actionable and unac-

tionable alert rates in SA tools, we make the observation
that for any program, a number of actionable and unac-
tionable alerts emerge that follow similar patterns. That is,
developers frequently employ source code patterns that are
unactionable but are repeatedly flagged by SA tools. Simi-
larly, developers may also use a code pattern that is always
actionable. We call these patterns alert patterns. These
findings are supported by discussions with commercial SA
tool developers. In their case, where a low false positive
rate is important to get clients to adopt a tool, it is common
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• Static analysis (SA) tools find bugs by inferring 
programmer beliefs 

• Tools such as FindBugs are commonplace in industry 

• SA tools find a large number of actual defects 

• Problem: high rates of alerts that a developer would 
not act on (unactionable alerts) because they are 
incorrect, do not significantly affect program 
execution, etc. High rates of unactionable alerts 
decrease the utility of SA tools in practice. 



1 stat ic f ina l SimpleDateFormat cDateFormat
2 = new SimpleDateFormat (“yyyy�MM�dd”) ;

Figure 1: Motivating Example 1 - Harmless shared
instance variable, immutable? or unmodified after
construction?

to manually find patterns that result in many unactionable
alerts and use these patterns to modify the SA tool to ig-
nore the pattern. This is time consuming because the SA
developer must manually re-program their tools for every
unactionable alert.

In this paper we propose a novel approach to predicting
actionable and unactionable alerts by finding alert patterns.
We use features of the source code at and near the source
of the SA alert to extract ACs and find code patterns. We
discuss our AC set in detail in section 3. Using these ACs
along with a priori knowledge about which code patterns
are actionable, we rank alerts according to the likelihood
that they are actionable. This reflects a situation where a
developer has limited time before the next release and needs
to decide which alerts she should fix first.

We evaluate our technique by answering the following:

Research Question 1 Do SA alert patterns exist?

Research Question 2 Can we use SA alert patterns to

improve actionable alert ranking over previous techniques?

We implement our technique as an Eclipse [24] plugin and
evaluate it on FindBugs [26, 18] alerts generated for Tom-
cat6 [3], Apache Log4j [2] and Apache Commons [1]. We
show that SA alert patterns do exist (RQ1). Our approach
also e↵ectively reorders the alerts provided to the developer.
By examining only the top 5% of alerts (113/2,249) the de-
veloper is able to identify 57 of the actionable alerts while
FindBugs only ranks 19 actionable alerts in the top 5%.

We show that SA alert patterns can improve actionable
alert ranking (RQ2) by combining with previous actionable
alert prediction techniques. Without using version histories,
we find 75 actionable alerts, or four more (a 6% improve-
ment) than previous actionable alert prediction techniques
(which use version histories).

This paper makes the following contributions:

1. It defines the notion of SA alert patterns.

2. It describes a technique for discovering SA alert pat-
terns using code pattern ACs and provides an Eclipse
plugin implementation of the technique. The code pat-
tern ACs are not used in previous work.

3. It shows that our technique alone predicts 38 more AAs
than the standard Findbugs ranking in the top 5% of
alerts and four (6%) more than previous techniques
when combined with ACs from previous techniques.

2. MOTIVATING EXAMPLES
To demonstrate the concept of alert patterns, we provide

three concrete examples from running the FindBugs SA tool
on revision 1497967 (June 2013) of the Apache Tomcat 6
webserver.

1 public int read (byte [ ] b , int o f f s e t , int l en )
2 {
3 i f ( l og . i sTraceEnabled ( ) ) {
4 l og . t r a c e (“read ( ) ” + b +“ ”
5 + (b==null ? 0 : b . l ength )
6 + “ ” + o f f s e t + “ ” + len ) ;
7 }
8 . . .

Figure 2: Motivating Example 2 - Harmless implicit
toString() call on an array: occurs in logging code.

1 try { socket . c l o s e ( ) ; }
2 catch ( Exception i gnor e ) {}
3 try { r eader . c l o s e ( ) ; }
4 catch ( Exception i gnor e ) {}

Figure 3: Motivating Example 3 - Intentional ignor-
ing of exceptions on calls to close().

Motivating Example 1 Consider Figure 1, which shows
code that defines the member variable cDateFormat. Run-
ning FindBugs with this code results in the following alert:
“STCAL: Sharing a single instance across thread boundaries
without proper synchronization will result in erratic behaviour
of the application”. In this case, the alert is correct and this
statement could potentially result in a concurrency error.
However, in practice this SimpleDateFormat object is never
written to beyond its construction. As long as this is the
case, there is no need to provide synchronized access to the
object.
The work it would take to provide synchronized access

to the object, as well as the increased complexity of the
resulting program outweigh the possibility of a concurrency
error being introduced in the future. By our definition of
unactionable alert, since the Tomcat6 developers have not
taken action to resolve this potential issue (FindBugs is used
by Tomcat6 developers [4]), the alert is likely unactionable.
This type of declaration of SimpleDateFormat is flagged

as an alert seven times in the FindBugs anslysis of revision
1497967 of Tomcat 6. We can automatically identify these
alerts as unactionable by looking for member variables of
type static final SimpleDateFormat in statements that
are flagged by FindBugs with alert type STCAL.
Motivating Example 2 Figure 2 shows (abbreviated)

code from Tomcat 6 which reads a message in the form of
a byte array. Running FindBugs with this code results in
the following alert: “USELESS STRING: This code invokes
toString on an array, which will generate a fairly useless re-
sult such as [C@16f0472.”. Indeed, the toString method is
being called on byte array b, which emits a memory address.
However, we believe that this behaviour is intentional, espe-
cially since the output of b.toString() appears in logging
code, where it might actually be useful to disambiguate dif-
ferent byte arrays.
In fact, any call to toString on an array within log.tr-

ace() is likely to be an unactionable alert. We can auto-
matically identify this unactionable alert pattern by look-
ing for calls to toString on an array inside the method
log.trace(). There are 29 occurrences of this unactionable
alert pattern in Tomcat6 r1497967.
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The code defines the member variable cDateFormat. 
Running FindBugs with this code results in the following alert: 
“STCAL: Sharing a single instance across thread boundaries without proper 
synchronization will result in erratic behaviour of the application”. 
The alert is correct and this statement could potentially result in a 
concurrency error. However, in practice this SimpleDateFormat object is 
never written to beyond its construction. As long as this is the case, there is 
no need to provide synchronized access to the object. 
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1 stat ic f ina l SimpleDateFormat cDateFormat
2 = new SimpleDateFormat (“yyyy�MM�dd”) ;

Figure 1: Motivating Example 1 - Harmless shared
instance variable, immutable? or unmodified after
construction?

to manually find patterns that result in many unactionable
alerts and use these patterns to modify the SA tool to ig-
nore the pattern. This is time consuming because the SA
developer must manually re-program their tools for every
unactionable alert.

In this paper we propose a novel approach to predicting
actionable and unactionable alerts by finding alert patterns.
We use features of the source code at and near the source
of the SA alert to extract ACs and find code patterns. We
discuss our AC set in detail in section 3. Using these ACs
along with a priori knowledge about which code patterns
are actionable, we rank alerts according to the likelihood
that they are actionable. This reflects a situation where a
developer has limited time before the next release and needs
to decide which alerts she should fix first.

We evaluate our technique by answering the following:

Research Question 1 Do SA alert patterns exist?

Research Question 2 Can we use SA alert patterns to

improve actionable alert ranking over previous techniques?

We implement our technique as an Eclipse [24] plugin and
evaluate it on FindBugs [26, 18] alerts generated for Tom-
cat6 [3], Apache Log4j [2] and Apache Commons [1]. We
show that SA alert patterns do exist (RQ1). Our approach
also e↵ectively reorders the alerts provided to the developer.
By examining only the top 5% of alerts (113/2,249) the de-
veloper is able to identify 57 of the actionable alerts while
FindBugs only ranks 19 actionable alerts in the top 5%.

We show that SA alert patterns can improve actionable
alert ranking (RQ2) by combining with previous actionable
alert prediction techniques. Without using version histories,
we find 75 actionable alerts, or four more (a 6% improve-
ment) than previous actionable alert prediction techniques
(which use version histories).

This paper makes the following contributions:

1. It defines the notion of SA alert patterns.

2. It describes a technique for discovering SA alert pat-
terns using code pattern ACs and provides an Eclipse
plugin implementation of the technique. The code pat-
tern ACs are not used in previous work.

3. It shows that our technique alone predicts 38 more AAs
than the standard Findbugs ranking in the top 5% of
alerts and four (6%) more than previous techniques
when combined with ACs from previous techniques.

2. MOTIVATING EXAMPLES
To demonstrate the concept of alert patterns, we provide

three concrete examples from running the FindBugs SA tool
on revision 1497967 (June 2013) of the Apache Tomcat 6
webserver.

1 public int read (byte [ ] b , int o f f s e t , int l en )
2 {
3 i f ( l og . i sTraceEnabled ( ) ) {
4 l og . t r a c e (“read ( ) ” + b +“ ”
5 + (b==null ? 0 : b . l ength )
6 + “ ” + o f f s e t + “ ” + len ) ;
7 }
8 . . .

Figure 2: Motivating Example 2 - Harmless implicit
toString() call on an array: occurs in logging code.

1 try { socket . c l o s e ( ) ; }
2 catch ( Exception i gnor e ) {}
3 try { r eader . c l o s e ( ) ; }
4 catch ( Exception i gnor e ) {}

Figure 3: Motivating Example 3 - Intentional ignor-
ing of exceptions on calls to close().

Motivating Example 1 Consider Figure 1, which shows
code that defines the member variable cDateFormat. Run-
ning FindBugs with this code results in the following alert:
“STCAL: Sharing a single instance across thread boundaries
without proper synchronization will result in erratic behaviour
of the application”. In this case, the alert is correct and this
statement could potentially result in a concurrency error.
However, in practice this SimpleDateFormat object is never
written to beyond its construction. As long as this is the
case, there is no need to provide synchronized access to the
object.
The work it would take to provide synchronized access

to the object, as well as the increased complexity of the
resulting program outweigh the possibility of a concurrency
error being introduced in the future. By our definition of
unactionable alert, since the Tomcat6 developers have not
taken action to resolve this potential issue (FindBugs is used
by Tomcat6 developers [4]), the alert is likely unactionable.
This type of declaration of SimpleDateFormat is flagged

as an alert seven times in the FindBugs anslysis of revision
1497967 of Tomcat 6. We can automatically identify these
alerts as unactionable by looking for member variables of
type static final SimpleDateFormat in statements that
are flagged by FindBugs with alert type STCAL.
Motivating Example 2 Figure 2 shows (abbreviated)

code from Tomcat 6 which reads a message in the form of
a byte array. Running FindBugs with this code results in
the following alert: “USELESS STRING: This code invokes
toString on an array, which will generate a fairly useless re-
sult such as [C@16f0472.”. Indeed, the toString method is
being called on byte array b, which emits a memory address.
However, we believe that this behaviour is intentional, espe-
cially since the output of b.toString() appears in logging
code, where it might actually be useful to disambiguate dif-
ferent byte arrays.
In fact, any call to toString on an array within log.tr-

ace() is likely to be an unactionable alert. We can auto-
matically identify this unactionable alert pattern by look-
ing for calls to toString on an array inside the method
log.trace(). There are 29 occurrences of this unactionable
alert pattern in Tomcat6 r1497967.
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The code closes Socket and ObjectReader objects. Running FindBugs on this code 
results in the following alert on lines 2 and 4: “This method might ignore an 
exception.” 
This is an unactionable alert. Since both resources socket and reader are being closed, 
the program is clearly done using them. One can easily see that if either are null or 
there is an error while closing the resources, the program can ignore the exception 
and assume the connection is closed with only minor consequences if the connection 
fails to close (i.e. trying to determine what went wrong is not worth the developer’s 
effort in this situation). We can automatically identify this unactionable alert pattern 
by finding calls to Socket.close() or ObjectReader.close() within the preceding try 
statement of the offending catch block. 
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to manually find patterns that result in many unactionable
alerts and use these patterns to modify the SA tool to ig-
nore the pattern. This is time consuming because the SA
developer must manually re-program their tools for every
unactionable alert.

In this paper we propose a novel approach to predicting
actionable and unactionable alerts by finding alert patterns.
We use features of the source code at and near the source
of the SA alert to extract ACs and find code patterns. We
discuss our AC set in detail in section 3. Using these ACs
along with a priori knowledge about which code patterns
are actionable, we rank alerts according to the likelihood
that they are actionable. This reflects a situation where a
developer has limited time before the next release and needs
to decide which alerts she should fix first.

We evaluate our technique by answering the following:

Research Question 1 Do SA alert patterns exist?

Research Question 2 Can we use SA alert patterns to

improve actionable alert ranking over previous techniques?

We implement our technique as an Eclipse [24] plugin and
evaluate it on FindBugs [26, 18] alerts generated for Tom-
cat6 [3], Apache Log4j [2] and Apache Commons [1]. We
show that SA alert patterns do exist (RQ1). Our approach
also e↵ectively reorders the alerts provided to the developer.
By examining only the top 5% of alerts (113/2,249) the de-
veloper is able to identify 57 of the actionable alerts while
FindBugs only ranks 19 actionable alerts in the top 5%.

We show that SA alert patterns can improve actionable
alert ranking (RQ2) by combining with previous actionable
alert prediction techniques. Without using version histories,
we find 75 actionable alerts, or four more (a 6% improve-
ment) than previous actionable alert prediction techniques
(which use version histories).

This paper makes the following contributions:

1. It defines the notion of SA alert patterns.

2. It describes a technique for discovering SA alert pat-
terns using code pattern ACs and provides an Eclipse
plugin implementation of the technique. The code pat-
tern ACs are not used in previous work.

3. It shows that our technique alone predicts 38 more AAs
than the standard Findbugs ranking in the top 5% of
alerts and four (6%) more than previous techniques
when combined with ACs from previous techniques.

2. MOTIVATING EXAMPLES
To demonstrate the concept of alert patterns, we provide

three concrete examples from running the FindBugs SA tool
on revision 1497967 (June 2013) of the Apache Tomcat 6
webserver.

1 public int read (byte [ ] b , int o f f s e t , int l en )
2 {
3 i f ( l og . i sTraceEnabled ( ) ) {
4 l og . t r a c e (“read ( ) ” + b +“ ”
5 + (b==null ? 0 : b . l ength )
6 + “ ” + o f f s e t + “ ” + len ) ;
7 }
8 . . .

Figure 2: Motivating Example 2 - Harmless implicit
toString() call on an array: occurs in logging code.

1 try { socket . c l o s e ( ) ; }
2 catch ( Exception i gnor e ) {}
3 try { r eader . c l o s e ( ) ; }
4 catch ( Exception i gnor e ) {}

Figure 3: Motivating Example 3 - Intentional ignor-
ing of exceptions on calls to close().

Motivating Example 1 Consider Figure 1, which shows
code that defines the member variable cDateFormat. Run-
ning FindBugs with this code results in the following alert:
“STCAL: Sharing a single instance across thread boundaries
without proper synchronization will result in erratic behaviour
of the application”. In this case, the alert is correct and this
statement could potentially result in a concurrency error.
However, in practice this SimpleDateFormat object is never
written to beyond its construction. As long as this is the
case, there is no need to provide synchronized access to the
object.
The work it would take to provide synchronized access

to the object, as well as the increased complexity of the
resulting program outweigh the possibility of a concurrency
error being introduced in the future. By our definition of
unactionable alert, since the Tomcat6 developers have not
taken action to resolve this potential issue (FindBugs is used
by Tomcat6 developers [4]), the alert is likely unactionable.
This type of declaration of SimpleDateFormat is flagged

as an alert seven times in the FindBugs anslysis of revision
1497967 of Tomcat 6. We can automatically identify these
alerts as unactionable by looking for member variables of
type static final SimpleDateFormat in statements that
are flagged by FindBugs with alert type STCAL.
Motivating Example 2 Figure 2 shows (abbreviated)

code from Tomcat 6 which reads a message in the form of
a byte array. Running FindBugs with this code results in
the following alert: “USELESS STRING: This code invokes
toString on an array, which will generate a fairly useless re-
sult such as [C@16f0472.”. Indeed, the toString method is
being called on byte array b, which emits a memory address.
However, we believe that this behaviour is intentional, espe-
cially since the output of b.toString() appears in logging
code, where it might actually be useful to disambiguate dif-
ferent byte arrays.
In fact, any call to toString on an array within log.tr-

ace() is likely to be an unactionable alert. We can auto-
matically identify this unactionable alert pattern by look-
ing for calls to toString on an array inside the method
log.trace(). There are 29 occurrences of this unactionable
alert pattern in Tomcat6 r1497967.
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• TP, FP, TN, FN — not applicable 

• Use AA (actionable alert) and UA (unactionable altert) 

• SA tools use patterns for alert generation 

• Tool developers must strive to minimize UA 

• Discovering and adding new UA patterns is time consuming 

• Thus, add machine learning with alert characteristics (AC) 

• What are the different patterns for AA and UA? 

• SA tool results are prioritized then. 

• Compare new alert with previous alert patterns
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1 stat ic f ina l SimpleDateFormat cDateFormat
2 = new SimpleDateFormat (“yyyy�MM�dd”) ;

Figure 1: Motivating Example 1 - Harmless shared
instance variable, immutable? or unmodified after
construction?

to manually find patterns that result in many unactionable
alerts and use these patterns to modify the SA tool to ig-
nore the pattern. This is time consuming because the SA
developer must manually re-program their tools for every
unactionable alert.

In this paper we propose a novel approach to predicting
actionable and unactionable alerts by finding alert patterns.
We use features of the source code at and near the source
of the SA alert to extract ACs and find code patterns. We
discuss our AC set in detail in section 3. Using these ACs
along with a priori knowledge about which code patterns
are actionable, we rank alerts according to the likelihood
that they are actionable. This reflects a situation where a
developer has limited time before the next release and needs
to decide which alerts she should fix first.

We evaluate our technique by answering the following:

Research Question 1 Do SA alert patterns exist?

Research Question 2 Can we use SA alert patterns to

improve actionable alert ranking over previous techniques?

We implement our technique as an Eclipse [24] plugin and
evaluate it on FindBugs [26, 18] alerts generated for Tom-
cat6 [3], Apache Log4j [2] and Apache Commons [1]. We
show that SA alert patterns do exist (RQ1). Our approach
also e↵ectively reorders the alerts provided to the developer.
By examining only the top 5% of alerts (113/2,249) the de-
veloper is able to identify 57 of the actionable alerts while
FindBugs only ranks 19 actionable alerts in the top 5%.

We show that SA alert patterns can improve actionable
alert ranking (RQ2) by combining with previous actionable
alert prediction techniques. Without using version histories,
we find 75 actionable alerts, or four more (a 6% improve-
ment) than previous actionable alert prediction techniques
(which use version histories).

This paper makes the following contributions:

1. It defines the notion of SA alert patterns.

2. It describes a technique for discovering SA alert pat-
terns using code pattern ACs and provides an Eclipse
plugin implementation of the technique. The code pat-
tern ACs are not used in previous work.

3. It shows that our technique alone predicts 38 more AAs
than the standard Findbugs ranking in the top 5% of
alerts and four (6%) more than previous techniques
when combined with ACs from previous techniques.

2. MOTIVATING EXAMPLES
To demonstrate the concept of alert patterns, we provide

three concrete examples from running the FindBugs SA tool
on revision 1497967 (June 2013) of the Apache Tomcat 6
webserver.

1 public int read (byte [ ] b , int o f f s e t , int l en )
2 {
3 i f ( l og . i sTraceEnabled ( ) ) {
4 l og . t r a c e (“read ( ) ” + b +“ ”
5 + (b==null ? 0 : b . l ength )
6 + “ ” + o f f s e t + “ ” + len ) ;
7 }
8 . . .

Figure 2: Motivating Example 2 - Harmless implicit
toString() call on an array: occurs in logging code.

1 try { socket . c l o s e ( ) ; }
2 catch ( Exception i gnor e ) {}
3 try { r eader . c l o s e ( ) ; }
4 catch ( Exception i gnor e ) {}

Figure 3: Motivating Example 3 - Intentional ignor-
ing of exceptions on calls to close().

Motivating Example 1 Consider Figure 1, which shows
code that defines the member variable cDateFormat. Run-
ning FindBugs with this code results in the following alert:
“STCAL: Sharing a single instance across thread boundaries
without proper synchronization will result in erratic behaviour
of the application”. In this case, the alert is correct and this
statement could potentially result in a concurrency error.
However, in practice this SimpleDateFormat object is never
written to beyond its construction. As long as this is the
case, there is no need to provide synchronized access to the
object.
The work it would take to provide synchronized access

to the object, as well as the increased complexity of the
resulting program outweigh the possibility of a concurrency
error being introduced in the future. By our definition of
unactionable alert, since the Tomcat6 developers have not
taken action to resolve this potential issue (FindBugs is used
by Tomcat6 developers [4]), the alert is likely unactionable.
This type of declaration of SimpleDateFormat is flagged

as an alert seven times in the FindBugs anslysis of revision
1497967 of Tomcat 6. We can automatically identify these
alerts as unactionable by looking for member variables of
type static final SimpleDateFormat in statements that
are flagged by FindBugs with alert type STCAL.
Motivating Example 2 Figure 2 shows (abbreviated)

code from Tomcat 6 which reads a message in the form of
a byte array. Running FindBugs with this code results in
the following alert: “USELESS STRING: This code invokes
toString on an array, which will generate a fairly useless re-
sult such as [C@16f0472.”. Indeed, the toString method is
being called on byte array b, which emits a memory address.
However, we believe that this behaviour is intentional, espe-
cially since the output of b.toString() appears in logging
code, where it might actually be useful to disambiguate dif-
ferent byte arrays.
In fact, any call to toString on an array within log.tr-

ace() is likely to be an unactionable alert. We can auto-
matically identify this unactionable alert pattern by look-
ing for calls to toString on an array inside the method
log.trace(). There are 29 occurrences of this unactionable
alert pattern in Tomcat6 r1497967.
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Classify SA alerts as AA / UA
1. We calculate a set of related statements 
by slicing the program at the site of the 
alert.  

2. Using the statements from step 1 and 
the class hierarchy for the subject 
program, we extract a set of ACs.  

3. A machine learning algorithm pre-
computes a model with which to classify 
new alerts as actionable or unactionable. 
The model is trained using previously 
classified alerts. Alerts are classified by 
the developer or inferred by the version 
history.  

4. Using the model from step 3, the 
machine learning algorithm ranks each 
alert, with those more likely to be 
actionable at the top.

Statement 
Feature 

Extraction

Training SetMachine Learner
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Generate alert slices

•Use the statements flagged 
with alerts by SA as seeds 
for (limited!) backward 
program slice construction. 

•A backwards program slice 
takes a statement in source 
code (called a seed 
statement) and determines 
which statements could 
have affected the outcome 
of the seed statement.

Source Code

Abstract 
Syntax Tree

Slicer

Call Graph Pointer 
Analysis

SA 
Warnings

Warning 
Statement 

Slices
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Extract alert characteristics
Table 1: Statement ACs

Seed Statements
Statement Type Alert Characteristic

Call

Call Name
Call Class
Call Parameter Signature
Return Type

New
New Type
New Concrete Type

Binary Operation Operator

Field Access
Field Access Class
Field Access Field

Catch Catch
Non-Seed Statements

Statement Type Alert Characteristic

Field

Name
Type
Visibility
Is Static/Final

Method
Visibility
Return Type
Is Static/Final/Abstract/Protected

Class
Visibility
Is Abstract/Interface/Array Class

in. Using this assumption, we exclude all external classes
(i.e. classes from libraries that are included in the project).

We create smaller slices by using context-sensitive thin
slicing as described by Sridharan, Fink and Bodik [23].
Thin slices track only statements that have a direct e↵ect
on the seed statement. For example, if we use the method
println(data) as our seed, whatever operations produce
or modify the variable data are included in the thin slice,
but not operations that produce or modify their containing
objects. This significantly limits the size of the slice.

Limiting Alert Characteristic Vector Size. Because
program slices can be very large, we limit the size of the
feature vector by only using features from the five nearest
statements prior to the seed in each slice (where five is the
distance from the alert). This means we only look at the
five statements in the slice that are adjacent to to the seed
statement. The distance from the alert is set to five based
on manual inspection of a number of alerts that we consider
to have similar patterns.

We also only include statements that we believe are rel-
evant to detecting code clones. Currently, this includes the
statements in Table 1.

While these assumptions may not be correct in some cases,
we feel they are necessary for the AC generation to run in
a reasonable amount of time and limit the size of the fea-
ture vector for better machine learning performance. Our
assumptions are supported by positive results for RQ1 dis-
cussed in Section 6. In the future, we would like to study
the impact of these assumptions.

3.3 Classification
To classify new SA alerts, we need to keep track of action-

able and unactionable alerts that have been classified, along
with the AC vectors for each alert. This requires a train-
ing phase where the developer looks through a number of
SA warnings and classifies them as actionable or unaction-

able, or the classes of prior alerts are inferred from version
histories (as we do in section 5.1).
Over time, the developer will build a training set for the

tool to di↵erentiate actionable and unactionable alerts. Clas-
sifying warnings can be automated by detecting which alerts
are closed from one SA to the next without any input from
the developer. If there are already a number of alert pat-
terns in the program when the tool is first run, the developer
may classify a subset of the alerts and allow the tool to au-
tomatically classify the rest, thus reducing the developer’s
workload.
We use machine learning techniques to classify SA alerts.

We test our AC set using multiple machine learning algo-
rithms in Section 6.

4. METHOD
We implement our AC extraction technique as an Eclipse

plugin. For static analysis, we use the T.J. Watson Libraries
for Analysis (WALA) [28] and the Eclipse JDT [10] library
for AST generation.
To answer RQ1 and RQ2, we look at the following metrics:

percent of actionable alerts found, precision, recall and F-
measure.
The first metric we use measures how many actionable

alerts a developer would see if she inspected the top N% of
alerts in a ranked list. We express this as a percentage of
the total number of AAs so that we have a fair comparison
across test subjects (which may contain di↵erent numbers
of AAs).
Given a set of ranked alerts R, a set of actionable alerts

A (where A ✓ R) and integer N where 0  N  100, let
%AAN be the percent of actionable alerts found if we inspect
the top N% of alerts in R . To get %AAN , we select the top
N% of alerts in R and call this set RN . We then extract all
actionable alerts from RN into a new set called RNA. %AAN

is then |RNA|/|A| ⇤ 100. For example, consider a situation
where A contains 10 actionable alerts (|A| = 10) and R
contains 200 alerts (|R| = 200). If N=10 then we inspect 20
alerts (|R10| = 20). If there are five actionable alerts within
R10 (|R10A| = 5), then %AAN = 5/10 ⇤ 100 = 50%. This
formula is shown below.

%AAN =
|RNA|
|A| ⇤ 100

We also measure precision, recall and F-measure for both
classes AA and UA. Precision is a measure of how accurate
a classifier is. Recall measures the number of alerts of a
given class that a classifier is able to correctly classify. The
F-measure is a weighted average of precision and recall.
We also calculate a weighted average of precision, recall

and F-measure across both classes (AA and UA). For this
metric, precision, recall and F-measure are weighed accord-
ing to the number of alerts in each class and averaged. Given
the precision, recall or F-measure for actionable ([P,R,F]A)
or unactionable ([P,R,F]U) classes, the number of actionable
alerts (AA) and the number of unactionable alerts (UA), the
weighted average is:

Weighted Avg =
[P,R,F]A ⇤AA+ [P,R,F]U ⇤UA

AA+UA
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• Call Name — The name of the method being called.

• Call Class — The name of the class containing the
method being called.

155

• Call Parameter Signature - The signature for the
method parameters.

• Return Type — The signature for the method’s re-
turn type.

• New Type — The class of the object being created.

• Concrete Type — The class of the concrete type of
the object being created.

• Operator — The operator for the binary operation.

• Field Access Class — The class containing the field
being accessed.

• Field Access Field — The name of the field being
accessed.

• Catch — Indicates that a catch statement is present.
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Alert ID [Statement 1 Features] [Statement 2 Features] ... [Statement D Features]

Figure 7: Sample feature vector.

4.1 Feature Vector Construction
We place our statement ACs in a feature vector according

to which statement they occur in. Because of this, the order
in which statements appear in the code matters. Figure 7
demonstrates how we construct our feature vector, where D
is the distance from the alert as defined in section 3.2.

4.2 Classification
To classify SA alerts, we use the machine learning utility

Weka [25]. We use three di↵erent classification algorithms
to classify the feature vectors: decision tree (ADTree), naive
Bayes and Bayesian network (BayesNet). The selection of
these three classifiers is based on our experience classifying
alerts from the FaultBench v0.1 [17, 13] benchmark. For all
classifiers we use the default parameters.

5. EVALUATION
We evaluate our technique on the three subject programs

listed in Table 2: Apache Tomcat6, Apache Commons Col-
lections and Apache Logging for Java (Log4j). These sub-
jects are selected because of their size (they are large enough
to have many static analysis warnings), age (they have source
code histories spanning multiple years before FindBugs came
into widespread use) and the fact that they have Subversion
(a version control system) repositories (using one single ver-
sion control system for all subjects makes implementing our
evaluation easier).

5.1 Ground Truth
We first need a method to accurately classify alerts as ac-

tionable or unactionable. To do this we use the FaultBench
v0.3 [16] method proposed by Heckman and Williams [13].
This technique uses the source code history of a project to
determine if alerts are actionable or unactionable. This pro-
cess is described below:

1. Select a number of revisions across a subject project’s
history.

2. Run a static analysis tool (FindBugs) on each revision
to generate a list of alerts for each revision.

3. Find alerts that are closed over the course of the project
history:

• An alert is opened in the first revision it appears.

• An alert is closed in the first revision after the
open revision where the alert is not present (ex-
cept in the case where it is not present because
the file containing it is deleted).

4. Alerts that are closed are classified as actionable, while
alerts that are open following the last revision analysed
are classified as unactionable.

We chose this methodology because by definition, an ac-
tionable alert is an alert that a developer resolves by modify-
ing the program (at some point it will disappear from static
analysis). If it is unactionable, the alert will never disap-
pear. If an alert is removed because the file containing the

alert is deleted, we consider the alert status as unknown and
remove it from the list.

5.2 A Baseline for Comparison
To evaluate our technique, we need a baseline to compare

to. We use two baselines in our evaluation: FindBugs pri-
ority ranking and machine learning based actionable alert
ranking.
Baseline 1 For our first baseline we use the default Find-

Bugs ranking. FindBugs assigns a priority measure (high,
medium or low) to each alert [12]. High priority alerts
should be more likely to manifest as failures than low pri-
ority alerts, so we assume that high priority alerts are more
actionable than low priority alerts. Using this assumption,
we sort alerts according to the priority measure (higher pri-
ority alerts get ranked higher) and randomize the order of
alerts with the same priority. To eliminate any bias from
randomization, we take the average of %AAN across 100
runs.
Baseline 2 For our second baseline, we use our machine

learning approach to alert ranking (Section 4.2), but exclu-
sively use ACs from prior research. There are many papers
that are dedicated to finding or ranking actionable alerts
(e.g., [15]). We use the set of ACs used by Heckman and
Williams [14] for predicting actionable alerts. We chose this
AC set because we feel it is the most comprehensive to date
for techniques using machine learning.
The ACs we use for this baseline are listed in Table 3.

We omit some ACs used in [14] from this baseline. These
ACs and the logic behind their omission are described below
(with AC names as defined by Heckman and Williams):

1. Number of alert modifications - This AC requires
information not available at the alert opening and ther-
efore not available in a practical application.

2. Total open alerts for revision - In our evaluation
programs, relatively few alerts are closed and this AC
essentially encodes the revision number.

3. Alert lifetime - This AC indirectly encodes whether
or not an alert is closed in future revisions and gives
a classifier a trivial way to classify alerts as actionabe
or unactionable.

4. Staleness - This AC requires information not avail-
able at the alert opening and therefore not available in
a practical application.

We retrieve these ACs from the sources listed in the Gro-
up column of Table 3. The SA Tool ACs are retrieved from
our FindBugs analysis of each revision from Section 5.1. Ja-
vaNCSS [20] is run on each revision to retrieve source code
metrics. Finally, we analyse the log files of the Subversion
repositories for each subject and calculate source code his-
tory metrics.

6. RESULTS
Table 4 shows the FindBugs alerts produced from our

FaultBench implementation. TA represents the total num-
ber of unique alerts generated across all revisions of the sub-
ject. The AA column lists the number of those alerts that

157



Speeding up analysis

• Call graphs and points-to analysis are expensive. 

• Computation of program slices, too. 

• Call graph and slice size are limited: 

• Assumption: code-clone patterns occur close to alert 

• Thin slicing (to limit statements in slice) 

• Only 5 statements prior to seed



Metrics
• Percent of actionable alerts found: how many 

actionable alerts a developer would see if she inspected 
the top N% of alerts in a ranked list.

• Precision 

• Recall 

• F- measure

Table 1: Statement ACs
Seed Statements

Statement Type Alert Characteristic

Call

Call Name
Call Class
Call Parameter Signature
Return Type

New
New Type
New Concrete Type

Binary Operation Operator

Field Access
Field Access Class
Field Access Field

Catch Catch
Non-Seed Statements

Statement Type Alert Characteristic

Field

Name
Type
Visibility
Is Static/Final

Method
Visibility
Return Type
Is Static/Final/Abstract/Protected

Class
Visibility
Is Abstract/Interface/Array Class

in. Using this assumption, we exclude all external classes
(i.e. classes from libraries that are included in the project).

We create smaller slices by using context-sensitive thin
slicing as described by Sridharan, Fink and Bodik [23].
Thin slices track only statements that have a direct e↵ect
on the seed statement. For example, if we use the method
println(data) as our seed, whatever operations produce
or modify the variable data are included in the thin slice,
but not operations that produce or modify their containing
objects. This significantly limits the size of the slice.

Limiting Alert Characteristic Vector Size. Because
program slices can be very large, we limit the size of the
feature vector by only using features from the five nearest
statements prior to the seed in each slice (where five is the
distance from the alert). This means we only look at the
five statements in the slice that are adjacent to to the seed
statement. The distance from the alert is set to five based
on manual inspection of a number of alerts that we consider
to have similar patterns.

We also only include statements that we believe are rel-
evant to detecting code clones. Currently, this includes the
statements in Table 1.

While these assumptions may not be correct in some cases,
we feel they are necessary for the AC generation to run in
a reasonable amount of time and limit the size of the fea-
ture vector for better machine learning performance. Our
assumptions are supported by positive results for RQ1 dis-
cussed in Section 6. In the future, we would like to study
the impact of these assumptions.

3.3 Classification
To classify new SA alerts, we need to keep track of action-

able and unactionable alerts that have been classified, along
with the AC vectors for each alert. This requires a train-
ing phase where the developer looks through a number of
SA warnings and classifies them as actionable or unaction-

able, or the classes of prior alerts are inferred from version
histories (as we do in section 5.1).
Over time, the developer will build a training set for the

tool to di↵erentiate actionable and unactionable alerts. Clas-
sifying warnings can be automated by detecting which alerts
are closed from one SA to the next without any input from
the developer. If there are already a number of alert pat-
terns in the program when the tool is first run, the developer
may classify a subset of the alerts and allow the tool to au-
tomatically classify the rest, thus reducing the developer’s
workload.
We use machine learning techniques to classify SA alerts.

We test our AC set using multiple machine learning algo-
rithms in Section 6.

4. METHOD
We implement our AC extraction technique as an Eclipse

plugin. For static analysis, we use the T.J. Watson Libraries
for Analysis (WALA) [28] and the Eclipse JDT [10] library
for AST generation.
To answer RQ1 and RQ2, we look at the following metrics:

percent of actionable alerts found, precision, recall and F-
measure.
The first metric we use measures how many actionable

alerts a developer would see if she inspected the top N% of
alerts in a ranked list. We express this as a percentage of
the total number of AAs so that we have a fair comparison
across test subjects (which may contain di↵erent numbers
of AAs).
Given a set of ranked alerts R, a set of actionable alerts

A (where A ✓ R) and integer N where 0  N  100, let
%AAN be the percent of actionable alerts found if we inspect
the top N% of alerts in R . To get %AAN , we select the top
N% of alerts in R and call this set RN . We then extract all
actionable alerts from RN into a new set called RNA. %AAN

is then |RNA|/|A| ⇤ 100. For example, consider a situation
where A contains 10 actionable alerts (|A| = 10) and R
contains 200 alerts (|R| = 200). If N=10 then we inspect 20
alerts (|R10| = 20). If there are five actionable alerts within
R10 (|R10A| = 5), then %AAN = 5/10 ⇤ 100 = 50%. This
formula is shown below.

%AAN =
|RNA|
|A| ⇤ 100

We also measure precision, recall and F-measure for both
classes AA and UA. Precision is a measure of how accurate
a classifier is. Recall measures the number of alerts of a
given class that a classifier is able to correctly classify. The
F-measure is a weighted average of precision and recall.
We also calculate a weighted average of precision, recall

and F-measure across both classes (AA and UA). For this
metric, precision, recall and F-measure are weighed accord-
ing to the number of alerts in each class and averaged. Given
the precision, recall or F-measure for actionable ([P,R,F]A)
or unactionable ([P,R,F]U) classes, the number of actionable
alerts (AA) and the number of unactionable alerts (UA), the
weighted average is:

Weighted Avg =
[P,R,F]A ⇤AA+ [P,R,F]U ⇤UA

AA+UA
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Ground truth
• Use the source code history of a project to determine if alerts are actionable or 

unactionable. 

•  1. Select a number of revisions across a subject project’s history.  

•  2. Run a static analysis tool (FindBugs) on each revision to generate a list 
of alerts for each revision.  

•  3. Find alerts that are closed over the course of the project history:  

• An alert is opened in the first revision it appears.  

• An alert is closed in the first revision after the open revision where the 
alert is not present (except in the case where it is not present because 
the file containing it is deleted).  

•  4. Alerts that are closed are classified as actionable, while alerts that 
are open following the last revision analysed are classified as 
unactionable. 



Ground truth
Table 5: Alerts after extracting statement ACs

Subject Total Alerts DA Statement Level Field Level Method Level Class Level Error
Tomcat6 1971 60 494 712 233 73 399
Commons 329 177 51 32 35 13 21
Log4j 237 51 66 50 17 5 48

Table 6: Metrics from 10-fold cross validation using only statement ACs.
%AAN , N = Unactionable Actionable Weighted

10 20 30 Precision Recall F Precision Recall F Precision Recall F
Tomcat6
ADTree 0.36 0.42 0.52 0.96 1.00 0.96 1.00 0.31 0.47 0.93 0.93 0.91
Naive Bayes 0.40 0.49 0.61 0.93 0.93 0.93 0.38 0.41 0.39 0.88 0.87 0.87
BayesNet 0.33 0.51 0.60 0.93 0.92 0.93 0.38 0.43 0.41 0.88 0.87 0.88

Commons
ADTree 0.13 0.29 0.49 0.75 0.73 0.75 0.53 0.58 0.55 0.69 0.68 0.68
Naive Bayes 0.24 0.49 0.64 0.60 0.47 0.60 0.45 0.84 0.59 0.71 0.60 0.60
BayesNet 0.18 0.42 0.58 0.80 0.81 0.80 0.62 0.58 0.60 0.73 0.73 0.73

Logging
ADTree 0.31 0.46 0.46 0.95 1.00 0.95 0.00 0.00 0.00 0.82 0.91 0.86
Naive Bayes 0.23 0.46 0.54 0.59 0.43 0.59 0.10 0.62 0.17 0.84 0.45 0.55
BayesNet 0.15 0.38 0.54 0.89 0.87 0.89 0.11 0.15 0.13 0.83 0.80 0.82

e↵ectively use the classifier’s probability distribution to rank
the alerts.

For ADTree, the recall for Tomcat6 and Logging is 100%.
Because there is a high number of UAs compared to AAs, it
is e↵ective for the classifier to classify most alerts as UA (re-
sulting in a low recall for AAs). We might tune the precision
and recall by setting a lower threshold on the probability dis-
tribution (e.g., instead of using a 50% confidence threshold,
we say the classifier only needs to be 40% confident to clas-
sify a warning as actionable and 60% confident to classify a
warning as unactionable). For RQ2, we rank alerts by the
probability distribution.

We answer RQ2 in two parts: First we compare our method
to Baseline 1 (FindBugs priority ranking). Second, we com-
pare our method to Baseline 2 (machine learning based alert
ranking).

Using only statement ACs (those from Table 1),
our method discovers 38 more AAs than Baseline 1
in the top 5% of all alerts across our three subject
programs. Figure 8 shows the ranking results for our three
subject programs using the ADTree classifier. The y-axis
shows the %AAN described in section 4, while the x-axis
shows the value of N (% of warnings inspected). Our tech-
nique using only statement ACs is labelled Statement while
FindBugs priority ranking is labelled Baseline 1. As an ex-
ample, observe the graph for Tomcat6. When x=5, state-
ment ACs discover 33% (or 51/153) of all AAs while Find-
Bugs priority ranking discovers 10% (or 15/153) of all AAs.
Across all three subject programs, statement ACs discover
57 AAs in the top 5% of alerts and Baseline 1 discovers 19.
This result shows that our technique by itself out-performs
FindBugs priority ranking and that it could be an e↵ective
tool to enhance alert ranking.

Using statement ACs combined with SATool (Find-
Bugs) ACs and JavaNCSS ACs, our technique dis-
covers four more AAs than Baseline 2 in the top

5% of all alerts across our three subject programs.
Figure 8 again shows the results of our evaluation. Our com-
bined method is labelled SATool + JavaNCSS + Statement.
The machine learning results using SATool, JavaNCSS and
Subversion ACs are labelled Baseline 2. In all cases, our
combined method performs better than or equal to Baseline
2 for the top 5% and 10% of alerts. Across all three sub-
ject programs, our method discovers 36% (75/211) of AAs in
the top 5% of alerts and Baseline 2 discovers 34% (71/211),
which is a 6% improvement. This result shows that our tech-
nique out-performs prior methods. Adding statement ACs
to alert prioritization methods may be a useful tool to help
developers decide which alerts need to be resolved first.

7. RELATED WORK
Actionable Alert Prediction. Heckman and Williams

conduct a comprehensive literature review on actionable alert
identification techniques [15]. They identify 18 prior pa-
pers that provide methods of predicting actionable alerts
and group what attributes were used to classify warnings
as actionable or unactionable. These methods include using
alert characteristics, code characteristics, source code repos-
itory metrics, bug database metrics and dynamic analysis
metrics to identify actionable alerts. In this paper, we use
attributes that would be classified as code characteristics in
the literature review. However, none of the research identi-
fied in the literature review identifies similar code patterns
and none use the code characteristics we use in this paper.
Two closely related papers from the literature review are
discussed below.
Ruthru↵, Penix and Morgenthaler use metrics and ma-

chine learning to predict actionable FindBugs alerts in Goo-
gle’s code base [22]. They use 33 metrics including informa-
tion from the warnings themselves (warning category and
warning bug patterns). The bug patterns reported by Find-
Bugs contain attributes most similar to those discussed in
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Baseline
• Baseline 1: Order 

returned by FindBugs 

• Baseline 2: Other 
approaches for 
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alerts
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ABSTRACT
Even the addition of a single extra field or control statement
in the source code of a large-scale software system can lead to
performance regressions. Such regressions can considerably
degrade the user experience. Working closely with the mem-
bers of a performance engineering team, we observe that
they face a major challenge in identifying the cause of a per-
formance regression given the large number of performance
counters (e.g., memory and CPU usage) that must be ana-
lyzed. We propose the mining of a regression-causes repos-
itory (where the results of performance tests and causes of
past regressions are stored) to assist the performance team in
identifying the regression-cause of a newly-identified regres-
sion. We evaluate our approach on an open-source system,
and a commercial system for which the team is responsible.
The results show that our approach can accurately (up to
80% accuracy) identify performance regression-causes using
a reasonably small number of historical test runs (sometimes
as few as four test runs per regression-cause).

Categories and Subject Descriptors
D.2 [Software/Program Verification]: Statistical meth-
ods; C.4 [Performance of Systems]: Measurement tech-
niques; H.3 [Systems and Software]: Performance evalu-
ation (e�ciency and e↵ectiveness)

General Terms
Performance, verification

Keywords
Control charts, load testing, performance testing, perfor-
mance regression

1. INTRODUCTION
Performance is an important aspect of large software sys-

tems since a large number of field problems are performance
related [1]. Performance problems have serious implications
on the profitability of a business. For instance, web users are
likely to abandon a transaction after a ten second wait [2].

A new version is said to have a performance regression
when it o↵ers a worse user experience (e.g., longer response
time), or consumes additional resources (e.g., more CPU or
memory usage) while possibly maintaining the same user
experience. While in some cases, one can bring in addi-
tional hardware infrastructure to o↵set the regression, such

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
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republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
MSR ’14, May 31 - June 1, 2014, Hyderabad, India
Copyright 2014 ACM 978-1-4503-2863-0/14/05 ...$15.00.

solutions are not economical and are often not feasible (espe-
cially for very large scale deployments). Hence, performance
engineers conduct performance tests prior to the deployment
of every new version to detect performance regressions.
Once a performance regression is detected, the perfor-

mance team must provide guidance to the development team
as to what are the possible causes (e.g., added fields in a
long-living object). Developers use such guidance to nar-
row down their investigation to the o↵ending change(s). In
an ideal setting, performance tests would be run after each
checkin so the causes of regressions could easily be mapped
to the very specific checkins (i.e., code change). However,
given the complexity of performance tests (e.g., requiring
large lab setups, complex manual configurations, and lengthy
executions times), per-checkin performance tests are rarely
feasible in a large scale industrial setting. Instead perfor-
mance tests are conducted across versions which often con-
tain a large number of changes. Hence determining the cause
of an identified regression (which we call as a regression-
cause in the rest of the paper) is often a very time consum-
ing e↵ort – requiring hours or even days, depending on the
experience of the engineers, the complexity of the system,
and the performance regression itself.
Working with a performance engineering team, we inves-

tigate the use of mining software repositories approaches to
automate the process of identifying regression-causes. We
mined a repository of performance regression-causes. The
repository contains the results of prior large-scale perfor-
mance tests (along with associated performance counter data),
as well as the verified regression-cause. Our approach matches
the behaviour of a new version (through the performance
counters) to the behaviour of prior tests runs where a per-
formance regression has occurred, in order to determine the
regression cause in the new version.
Given the confidential nature of the commercial system,

we evaluate our approach using the popular open-source Dell
DVD store software and the aforementioned large commer-
cial system. Using the two case studies, we answer the fol-
lowing research questions:

• RQ1: How accurate is our approach? We find
that in 74%-80% of the cases, the regression-cause iden-
tified by our approach was indeed the actual cause.

• RQ2: How much training data is required? Since
the number of historical performance regressions might
be limited, we examine the amount of training data
required by our approach. We find that, even though
having more training data improves the accuracy of
our approach, we can get high accuracy with as little
as four runs per regression-cause.

The contributions of this study are:
• Through a preliminary field study on a large scale com-

mercial system, we find that 83% of the regressions can
be attributed to just four common regression-causes.
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ABSTRACT
The paper describes an improved method for automatic du-
plicate bug report detection based on new textual similarity
features and binary classification. Using a set of new tex-
tual features, inspired from recent text similarity research,
we train several binary classification models. A case study
was conducted on three open source systems: Eclipse, Open
O�ce, and Mozilla to determine the e↵ectiveness of the im-
proved method. A comparison is also made with current
state-of-the-art approaches highlighting similarities and dif-
ferences. Results indicate that the accuracy of the proposed
method is better than previously reported research with re-
spect to all three systems.

Categories and Subject Descriptors
D.2.7 [Software Engineering]: Distribution, Maintenance,
and Enhancement

General Terms
Management, Reliability

Keywords
Duplicate bug reports, textual similarity measures, support
vector machines, TakeLab

1. INTRODUCTION
The complexity of software systems requires an automatic

way to track bugs (and more generally change requests) dis-
covered by users and developers. Bug tracking systems such
as Bugzilla, include a search interface on the web that help
users retrieve lists of bugs based on di↵erent criteria. How-
ever, often times, developers and users do not search to find
if a bug has already been reported due to various time con-
straints. This leads to possible submissions of duplicate bug
reports, referring to the same bug.

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
MSR ’14, May 31 - June 1, 2014, Hyderabad, India
Copyright 2014 ACM 978-1-4503-2863-0/14/05 ...$15.00.

During bug triaging, a triager looks at new bugs reported
and assigns them to specific developers to be fixed. Be-
fore doing this, the triager also needs to manually determine
if the newly reported bugs are duplicates of previously re-
ported bugs. It would not be worthwhile for two developers
to be fixing the exact same bug. This manual process is
clearly time intensive as well as error prone.
In an attempt to solve this problem, many researchers

[2, 4, 6, 8–11] have started looking into automatically de-
tecting bug reports as duplicates of a previously reported
bug. The methodologies and features used by previous re-
searchers depend on one or more of the following: categorical
feature analysis based on bug report fields, textual similar-
ity features of the bug report’s text using natural language
processing techniques, stack traces, and analysis of the sub-
ject system’s domain for contextual information. One of the
most recent papers in this field by Alipour et al. [2] show that
using contextual words extracted by LDA (an IR method)
works better than textual similarity measures (e.g., BM25F)
and categorical features combined.
In this paper, we present a new and improved method to

determine textual similarity features. The textual similarity
features are derived by TakeLab proposed by Saric et al. [7].
TakeLab is a set of two systems that automates measuring of
semantic similarity of short texts using supervised machine
learning. After all the features are calculated several binary
classification methods including Näıve Bayes and Support
Vector Machines are run to classify bugs as duplicate or non-
duplicate. We report an improvement of 3.25% - 6.32% in
accuracy across the three datasets tested. The main contri-
bution of this paper is that the new textual features derived
by TakeLab work well with classification methods to detect
duplicate pairs of bugs and outperform previous work.

2. DATASETS USED
The three systems used in the case study presented here

are Eclipse, Open O�ce, and Mozilla. Using web scrap-
ing techniques, bug reports were collected from the Bugzilla
websites of the three systems. In Table 1 we report: the
time interval when the bugs collected were submitted, the
number of initial bugs collected, the number of initial du-
plicates, the number of bugs after preprocessing, and the
number of duplicate pairs used for training.
After the bug reports were collected, reports that had an

open resolution were removed from the datasets. We did this
because their status cannot be confirmed from the informa-
tion available. Removing them would help prevent training
the model with mislabeled data. It is also important to note
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ABSTRACT
To predict files with defects, a suitable prediction model
must be built for a software project from either itself (within-
project) or other projects (cross-project). A universal de-
fect prediction model that is built from the entire set of
diverse projects would relieve the need for building models
for an individual project. A universal model could also be
interpreted as a basic relationship between software metrics
and defects. However, the variations in the distribution of
predictors pose a formidable obstacle to build a universal
model. Such variations exist among projects with differ-
ent context factors (e.g., size and programming language).
To overcome this challenge, we propose context-aware rank
transformations for predictors. We cluster projects based
on the similarity of the distribution of 26 predictors, and
derive the rank transformations using quantiles of predic-
tors for a cluster. We then fit the universal model on the
transformed data of 1,398 open source projects hosted on
SourceForge and GoogleCode. Adding context factors to
the universal model improves the predictive power. The
universal model obtains prediction performance compara-
ble to the within-project models and yields similar results
when applied on five external projects (one Apache and four
Eclipse projects). These results suggest that a universal de-
fect prediction model may be an achievable goal.

Categories and Subject Descriptors
D.2.8 [Software Engineering]: Metrics—Product metrics;
K.6.3 [Management of Computing and Information
Systems]: Software Management—Software maintenance

General Terms
Algorithms, Experimentation, Measurement
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Keywords
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1. INTRODUCTION
A defect causes software to behave improperly or pro-

duce unexpected results. Attempts to anticipate the parts
of source code that may have fixes for defects have a rich
history. For example, D’Ambros et al. [10] evaluate over
30 different approaches to build defect prediction models
that were published from 1996 to 2010. Unfortunately, such
models could not be generalized to apply on other projects
or even new releases of the same project [39, 27]. Refitting
such models is non-trivial. It requires collecting and tagging
defects for each file, and collecting sufficient history which
may not be available in small or new projects [26]. We refer
to a single model that is built from the entire set of diverse
projects as a universal model. A universal defect prediction
model would relieve the need for refitting project-specific
or release-specific models for an individual project. A uni-
versal model would also help interpret basic relationships
between software metrics and defects, potentially resolving
inconsistencies among different studies [19]. Moreover, it
might allow a more direct comparison of defect rates across
projects and a continuous evaluation of defect proneness of
a project. Therefore, it is of significant interest to build a
universal defect prediction model.
Cross-project prediction may be a step towards building

a universal model. Zimmermann et al. [39] apply defect
prediction models learnt from one project on another, with
a low ratio of successful predictions (i.e., 3.4%). Zimmer-
mann et al. [39] consider a prediction to be successful if all
precision, recall, and accuracy are greater than 0.75. One
difficulty for building cross-project defect prediction models
may be related to the variations in the distribution of pre-
dictors [27]. To overcome this challenge, we consider two
approaches: 1) only use the data from projects with similar
distribution to the target project (e.g., [35, 28, 21]); and 2)
transform predictors in both training and target projects to
make them more similar in their distribution (e.g., [27, 18]).
However, the first approach uses partial dataset and results
in multiple models. The transformation approaches are typ-
ically specialized to a particular pair of training and testing
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End of lecture

• Quick round: How could you use Naive 
Bayes et al. in your project?


